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AHHOTALMUA

Hactoawmin OOKYMEHT SBNSeTCA PYKOBOACTBOM MO YNpaBfeHWU MexaHu3Mamu
3aWmMTbl NporpamMHO-annapaTHOro Komnnekca sawmtbl uHdopmaumm ot HC[L "Akkopga-
Win64" v.5.0 (TY 4012-037-11443195-2010) 1 npegHasHa4yeH AN KOHKpeTM3aumu 3agad u
YHKUMA  OOMKHOCTHBIX UL opraHusauum (npegnpusatus, UPMbl), NAaHUPYIOWNX U
OpraHusyLmx 3awmTy nHdopmMaumm B cuctemax U cpegcreax MHgopmatmsaumm Ha 6ase
CBT c npumeHeHnem Komnrekca.

B LHokymeHTe npuBegeHbl OCHOBHble (YHKUUM agmMuHUCTpaTopa 6Ge3onacHocTu
MHCpOpMaLMK, NOPSAOK YCTaHOBKM MpaB [oCTyna nosfb3oBaTtener kK UHMOPMaLUOHHBLIM
pecypcam, opraHusauum koHTponsi pabotbl CBT ¢ BHegpeHHbIMW cpeacTBamu 3almTbl U
Apyrue cBefieHnst HeobxoavMble AN yNpaBneHus 3awnTHbIMM MeXaHM3MamMmn KoOMMeKca.

Ons nyywero MOHMMaHMS U MCMOMb30BaHWUSA 3alMTHbIX MEXaHU3MOB KOMMMekca
pekoMeHayeTcs npedBapuUTenbHO O03HAaKOMUTBLCA C  KOMMSIEKTOM  3KCMyaTauMOHHON
OOKYMEHTaLMN Ha KOMMMEKC, a Takke NPUHATb HeobXoaMMble 3alMTHbIE OpraHN3aLNOHHbIe
Mepbl, PEKOMEHAYEMbIE B JOKYMEHTALIMN.

MpuMeHeHNe 3alMTHBIX Mep KOMMMEeKca AOIMKHO AOMONMHATLCA O6WwuMn Mepamm
NpenocToOPOXHOCTU U domaundeckon 6esonacHocTn CBT.
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BBeageHue

lMporpamMHoO-annapaTHbLIN ~ KOMMMEKC  CcpeacTs  3awuTbl  MHGopmaumm  OT
HeCcaHKUMOHMpOoBaHHOro goctyna "Akkopg-Win64" v.5.0 (TY 4012-037-11443195-2010),
panee no Tekcty - komnnekc "Akkopg”, nnun MNMAK C3UW HCO "Akkopa" - 3TO NpPOCTOW, HO
ype3Bbl4anHO IPAEKTUBHBLIM KOMMNEKC TEXHUYECKMX U NPOrpamMMHbIX CPeacTB, UCNOoMb3ys
KOTOPbIA MOXHO HaOEeXHO 3alMTUTb OT HECaHKLUMOHMPOBAHHOrO AoCcTyna UHgopmaumio Ha
CBT, dyHkumoHupytowmnx nog ynpasneHnem OC Windows NT/2000/XP/2003/Vista/2008/7,
6e3 nepeaenkn paHee NpnobpeTeHHbIX NPOrpaMMHbIX CPEACTB.

Komnnekc obecneumBaeT Ons nosnb3oBaTens "Mpo3padHbin’ pexum paboTbl, npu
KOTOPOM OH, Kak NpaBuro, He 3ameyaeT BHeOPEeHHOW CUCTEMbl 3awmTbl. Takum obpasom,
JononHuTenbHas Harpyska, cBf3aHHasa ¢ akcnnyataumen C3UW HCL, He noxutca Ha
nonb3oBaTtens, a 3aMmblkaeTcd Ha agMuHucTpaTope ©HesonacHocTn  MHdOopMaLmu
(agpmuHucTpaTtope BW). B aton ceBdA3n gnsa obecneyeHus agpdektnBHocTn paboTtel CBT
agMmunHuctpatop BU 06s3aH [OCKOHANbHO M3Yy4UTb M NPaBWUMBbHO YNPaBnsTb MPUMEHATb
BO3MOXHOCTSIMW CUCTEMbI 3awmThl MHGopmauun ot HCI K MHOpMaUMOHHBIM pecypcam
AC, nocTpoeHHon Ha 6ase komnnekca "Akkopa'".

Komnnekc C3N HC[ "Akkopa-Win64" v.5.0. no3sonsieT HagexHo obecneunTs:
e 3alWuTy OT HecaHKumMoHnpoBaHHoro goctyna k AC (CBT) u ee pecypcawm;

e pasrpaHuveHve poctyna Kk pecypcam CBT, B T.M. K BHEWHWUM YCTPOMUCTBAM,
yrnpaBneHneMm noTtokamu MWHOPMaUUM B COOTBETCTBUM C YPOBHEM MOSTHOMOYMN
nonb3oBaTtenen, WUCNonb3ys AUCKPELMOHHbIM W MaHAaTHbIM Cnocobbl  yrnpaBneHns
[OCTYrNoM nornb3oBatenen K HpopmaLumoHHbIM pecypcam CBT;

*  3aWMTy OT HECaHKUMOHWPOBAHHbIX MOAUMUKALUIA NPOrpaMM W AaHHbIX U PasfNYHOro
poga NpoHuKaLwmnx paspywarwmx sosgenctenm (MPB);

e  KOHTPOJSIb LENOCTHOCTM KOHUrypauum TexHmyeckux cpeacte CBT, nporpamm 1 AaHHbIX
C peanvsauuen nowaroBoro anroputMa KOHTposs LLefoCTHOCTY;

e coO3gaHve unsonupoBaHHoW nporpammHon cpegbl (UIMNC) ¢ ncknioyYeHnem BO3MOXHOCTU
HecaHKUMOoHMpoBaHHOro Bbixoga B OC, 3arpy3km ¢ FDD ©n HeCaHKUMOHMPOBAHHOMO
npepbiBaHUA KOHTPOIbHbLIX Npoueayp C KrnasuaTypbl;

* BBOJ LUMPOKOrO MepeydHsi AOMNOSIHUTENbHbIX 3alUTHLIX MEXaHM3MOB B COOTBETCTBUM C
NONUTUKON  MH(pOPMALMOHHOM  ©e30nmacHOCTX, MNPUHATON B opraHu3aumm  (Ha
npeanpuaTum, ovpme 1 T.4.).

He ymanaa ooOCTOMHCTB KOMMeKca, npexae BCero CUNbLHOW annapaTHOM NOA4EePXKKM
BonbLlIMHCTBA 3aLUUTHBIX MEXaHM3MOB, HaZ0 CKa3aTb, YTO KOMMIIEKC HE MOXET peLlnTb Bce
npobriemMbl MO CO34aHUKD KOMIMMEKCHOW 3alimTbl MHAOPMALMOHHBIX cucTeMm. Hapgo 4deTko
NOHMMaTb, 4YTO Kommnekc "Akkopa"' - 9TO NUWb XOPOLWMA MHCTPYMEHT, MNO3BOMAOLWMIA
cnyxbe 6esonacHocTn uHGopMauun (agmuHuctpatopy BW) 3HaunTenbHo npowe wu
HagexHee pewaTb OAHY W3 CTosAWMX nepen Hew 3agad — 3awmty ot HCI k CBT un
MHOpPMaLMOHHBIM  pecypcam AC, pasrpaHuyeHne poctyna Kk obbektam gocTyna,
obecrevyeHve UENOCTHOCTM MporpaMM W [AaHHblX B COOTBETCTBMM C MPUHATON B
opraHusaumm (Npegnpuatun, upMe u 1.4.) NOUTUKON MHOPMALMOHHOM 6e30MacHOCTMU.

Wcnonb3oBaHne CBT ¢ BHegpeHHbIMW CpeacTBamMM 3allMThl KOMMEKca He TpebyeT
M3MEHeHMs  CyllecTBylolWero nporpammHoro  obecneveHusi. Heobxogumo  nuwb
KBanMuuupoBaHHoOE MNPUMEHEHUE KOMMNIeKca — npaBuibHas YCTaHOBKA, HacCTponka u
aKcnnyaTtaumMss B COOTBETCTBUM C MNpuHATbIMM Ha npeanpuatum MPO, n obecneyeHne
OpraHn3aLMOHHON NOAOEPXKKW.
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Kak nokasbiBaeT npakTuka AOBOSIbHO ANMTENBHOrO NpumeHeHust komnnekcos C3U
HC[I cemeiictBa "Akkopg"™, 4acTo TPYOQHOCTM 3aKIMOYalTCA B OTCYTCTBMU Y GOMbLIMHCTBA
nonb3oBartenen (opraHusauun, ovpMm 1 T.4.) YCTAHOBMNEHHOro nopsigka v 4eTKuX npasun
pasrpaHuyeHust JocTyna K 3awuaemMbiM pecypcaM. [109TOMy, MMEHHO BbIACHEHUE TOro,
yto U koMy B CBT AOCTYynHO, @ 4YTO HET, U KakMe AEWCTBMA C AOCTYMHbIMU pecypcamu
paspeLleHO BbINOSHATb, a Kakne HeT, SBNAETCA OCHOBHbIM COAepXaHueM Heobxoaumon
OpraH1M3aLMOHHOW NOAOEPXKKU.

Ona BbINONHEHMst 9TMX 3ajad, a Takke Ana obecneyeHuss HenpepbiBHOM
OpraHn3auMoHHON MNoaAepXKkn paboTbl NPUMEHSEMbIX NPOrpaMMHO-TEXHUYECKMX CPEACTB
3aWwmnTbl MHpopMaumm, B TOM yucne u Komnnekca "Akkopa“, HeobxoauMma cneuvanbHas
cnyxba 6esonacHoctM uHdopmauun (CBU), B Hebonblmx opraHusaumsax U
noapasgeneHuax - agMmuHucTpatop 6esonacHoctv nHdopmaumm (agmmHuctpaTtop BU). Ha
CBN (agmuHucTtpatopa BW) BosnarawTca 3agayM N0 OCYLUECTBMEHWUIO  €AMHOro
PYKOBOACTBA, OpraHu3auum NpUMMEHEHUA CPeAacTB 3aluTbl M yNpaBfeHus UMK, a Takke
KOHTpONA 3a cobniogeHnem BCEMU KaTeropusMym nonb3oBaTenen TtpeboBaHui Mo
obecne4veHnto 6e30MacHOCTM MHMOPMAaLMOHHbIX PECYpPCOB aBTOMAaTU3UPOBAHHbLIX CUCTEM.
MpaBoBon ctatyc CBWU, 06a3aHHOCTM M HeKOTOpble pekomeHaauun no opraHmsauun CBU
npvBeaeHbl B [MNpunoxeHun 1.

MprvMeHeHne komnnekca “"AKKOpA" COBMECTHO C CepTUDULMPOBAHHBIMM NPOrpaMMHbIMU
CK3W n cpeacTeamu pasrpaHMyYeHmst 4OCTyna no3BonisieT 3HaUYMTENbHO CHU3UTbL Harpy3ky Ha
OpraHu3auUMoHHbIE Mepbl, onpeaensemMble YyCroBUsSMU NPUMEHEHUS 3TUX cpeacTB. [Npy aTom

Krnacc 3alULLEHHOCTU HE CHIDKAETCS.

Ona addektmBHoro npumeHennsa NMAK C3U «Akkopa» v nogaepxaHus Tpebyemoro
ypOBHSA 3awmwieHHocTn CBT Heobxoanmel:

i (*)VI3I/I‘-IGCK8FI OXpaHa CBT u ee cpeacTs, B T.M. obecneveHne Mep Nno HeunssBNe4eHUto
KOHTpPOI11iepa KOMIJIIEKCA,

* ucnonb3oBaHue B CBT TeXHMYECKMX N NPOrpaMMHbIX CPEACTB, CepTUHOMLMPOBAHHLIX KaK
B Cucrteme NOCT P, Tak u B cucteme [ocygapcTBEHHOM cUCTEMbl Ge3onacHOCTU
nHcpopmaumm (FC3N);

* nepunogmn4eckoe TectnpoBaHmne cpeacTtB 3allnTbl KOMIJIEKCA,

e paspaboTka W BegeHVe Yy4yeTHOW UM OOBLEKTOBOM [OKyMeHTauun (MHCTPYKUUS
agMVHUCTpaTopa, WHCTPYKUWA Mnonb3oBaTtenen, XypHan yyeTa WOEeHTUMUKaATOpoB WU
OTYyXX[AaeMbIX HOocuTenew nonb3oBatenen v Ap.). Bce paspaboTtaHHble yyeTHble U
06beKTOBble AOKYMEHTbl AOMKHbI OblTb COrnacoBaHbl, YTBEPXAEHbl Yy pykoBoACTBa U
AosefeHbl O COTPYAHMKOB (nonb3oBaTenemn). 1o Heobxoanumo Ans Toro, 4Ttobsl [naH
3aWwmnTbl  opraHmsaumm  (npeanpuaTtud, dupmbl 1 T.4.) U gewncteua CBA
(apmuHncTpartopa BU) nonyunnu ropyanyeckyro oCHoBY.

« npuem B 3akcnnyataumio [AK C3UN  «Akkopo»."Akkopa" odopMnsieTcs akTom B
YCTaHOBIEHHOM ropsake, B ¢opmyndpe Ha komnnekc (11443195.4012-037 30)
agmMmuHucTpatopom BU penaetca cooTBeTCcTBYOWAs OTMETKA.
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1. COOEPXXAHUE PABOTbl AADMUHUCTPATOPA BU MO
NMPUMEHEHWUIO KOMIMJEKCA

OcHoBHbIM copgepxaHuem paboTbl agMmuHucTpaTopa B no npumenennto MNMAK C3U
«AKKOpA». ABNATCA crnegyowme MeponpusaTus:

nnaHnpoBaHmMe NMNpMMeEHEHNA KOMIMJIEKCA,

opraHuM3auMs yCcTaHOBKM KOMMMEKca M HacTponka ero 3aluTHbIX CpeacTB B
COOTBETCTBUM C yCTaHoBMNeHHbIMK MNP,

3KcCnnyartauua CBT ¢ BHEOAPEHHbIM KOMMJIEKCOM, B T.4., OpraHmn3aunda KOHTPOJIA 3a
npaBUJIbHOCTbIO NMPUMEHEHUA 3aLLUUTHBIX MEXaHNU3MOB KOMIJ1EKCa,

CHATUE 3alUUNThI.

11 lnaHupoeaHue nNpuMeHeHUs1 KOMIJIeKca

lMnaHupoBaHWe nNpPUMEHEHUS KOMIMMEKca <«AKKOpO». OCYLLECTBNSETCA C y4YeToM
obwen nonutnkn obecnedeHms 6e3onacHOCTU B opraHusauuun (Ha npeanpuaTum, dovpme u
T.4.). OCHOBHOE cofepaHue 3TOW MNOMUTUKM AOMMKHO oTpaxatbca B [lnaHe 3awuTbl
opraHusaumn (NpegnpuaTtna 1 1.4.) - JOKYMEHTe, oTpaXaloweM Takke noaxodbl K 3awuTe
MHopMaLMK U UKCUPYIOLLEM COCTOSHME 3alluLaeMon aBTOMaTU3MPOBaHHOW cucTeMbl. B
yacTu 3awmTbl MHGOPMaLMN B HeEro LenecoobpasHo BKMYaTb CBEAEHUSA O XapakTepe u
coctaBe obpabaTbiBaemMon WMH(OpMaUnUM, COCTaBE TEXHUYECKUX M MPOrpaMMHbIX CPEeACTB
AC (CBT), BO3MOXHbIX yrpo3ax cucteme u Hanbonee BepOSTHbIX cnocobax ux peanusauun,
onucaHune BblOpaHHbIX METOAOB M CPEACTB 3aLNUTbl OT 3TUX Yrpo3, NpaBuna pasrpaHnyeHns
JocTtyna K MHOpMaLUOHHBLIM pecypcam 1 Apyrue BOnpochl.

Ona HacTporkum cpeacTs 3awuTbl KOMMnekca «AKKopa». B COOTBETCTBUM C
paspaboTaHHbIMM U yTBEpXAEHHbIMM B opraHusaumm (PO agmuHuctpatopy BWU
HeobXxoOuMO npeaBapuUTENbHO BbIACHUTL M OTPasMTb B MnaHe 3awuTbl cnegyolme
XapakTepucTuku 3awmwaemon cuctemsl (CBT):

* repeyveHb 3adady, pellaemMbiX CTPYKTYpHbIMM  nogpasgeneHusiMy  opraHusaumu
(coTpygHukamu) ¢ ucnonssosaHuem AC (CBT);

e geTarnbHbln nepevyeHb UCNosrb3yeMbiX Npu peleHnn KaXkgon 3agadn nporpamMm;

e geTarnbHblf nepeyeHb UCNOJIb3yeMbIX MNMpn peleHnmn Kaxxgon 3agayn (COBMeCTHO
MCnosib3yeMbIX HECKOJIbKUMU 3anaanM) OaHHbIX C yKa3aHemM MeCT UX pas3MeLleHNA,
pexnmon 06pa6OTKVI n npasui AoCTtyna K HAM;

e koHdurypaumio CBT c ykasaHMEM nNepeyvHsi UCNOSb3yeMbIX TEXHUYECKUX CpeacTB
(NpUHTEPOB, CKAHEPOB U T.A.) U UX XapaKTEPUCTUK;

e MpW UCNoNb30BaHUM KoMnnekca Ansa 3awmTbl JIBC - nogpo6HbIn nepeyeHb MMELLNXCS
B 3allMLiaeMON CeTU cepBepoB, paboumx CTaHUMM U T.4. C yKasaHWeM UX COCTaBa,
KOHUrypaumum, XapaKTepUCTUK WUCMONb3yeMblX TEXHUYECKUX CPEACTB UM MEeCT WX
pa3MeLLeHus;

* nepeyeHb pa3melleHHbix Ha CBT (kaxgon paboden ctaHuum JIBC 1 kaxxgom dannoBom
cepBepe) CUCTEMHbIX U NPUKNaaHbIX Nporpamm, annos 1 6a3 AaHHbIX;

* nepeyveHb YycTaHoBneHHbIX Ha CBT (paboumx cTaHuusax m cepBepax) NPOrpaMMHbIX
cpeactB 3awmTtbl (CK3U n C31 HCL);
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* cnuckn nonb3oBatenen CBT c¢ ykazaHveM peluaemMbix Mmu 3agad M3 obLiero nepeyHs
3aga4v M NpeaoCcTaBrieHHbIX UM (B COOTBETCTBUM C MX OBSI3aHHOCTAMM) NOSTHOMOYUIA MO
poctyny B CBT (pabounm ctaHuusam, cepsepam JIBC) n nHdopMaLMOHHbIM pecypcam.

Ha aTtane opraHu3aumm cuUCTeMbl 3almMTbl U NPUMEHEHUS KOMMekca «AKKopa».
Heobxoammo, ucxoas u3 uenen 3awmtel CBT u ee cneundukn, paspaboTtaTb psig
OOKYMEHTOB, onpeaensoLmnx:

e nop4aaoKk un npasuna npenocrtaBrieHndA, WUSMEHEeHUA W YyTBEepXOEeHUA KOHKPETHbIM
AOJKHOCTHbIM JTMLOM HeO6XOD,I/IMbIX NOSTHOMOYKK MO AOCTyny K pecypcamMm CBT;

* nop4anoK opraHu3aumm  ydyeta, Bbladn, WUCNOJNIb30BaAHMA U XPaHEHUA CbEeMHbIX
MarHUTHbIX HOCUTENen Mchopmau,vm, cogepxalnx pes3epBHblE KOoMun nporpaMmm "
AOaHHbLIX U T.M.;

e  nopsagok OBHOBMEHWs UCMOSMb3yeMbIX BEPCUA, MNpuvema B 3SKCMyaTauuio HOBbIX
CUCTEMHbIX W MNPUKNagHbIX nporpamm Ha 3awmwaembix CBT (paboumx craHumsx,
cepBepax) - KTo obnagaeT NpaBoOM paspelUeHust Takux OEWCTBUMA, KTO OCYLLECTBNSET,
KTO KOHTPONMPYeT, M YTO MpPU 3TOM OHW [LOIDKHbI AenaTb - rapaHTUPYHLWWUA UX
6esonacHocTb u oTcyTcTBue PIB;

* Nop4anoK UCNOoJb30BaHUA, XpaHEHUA U KOHTPOJ1A LENTOCTHOCTU NporpaMMHbIX NPOAYKTOB;

*  NOpsSiAOK 3aMeHbl M PEMOHTa CPeACTB BbIYMUCIIUTENBHOW TEXHWUKM Ha 3almwaemon CBT
(8 AC) - kTO 06nagaeT NpaBoM paspeLleHUs TakuxX AENCTBUMN, KTO UX OCYLLECTBISIET, KTO
KOHTPONUPYET, 1 YTO NPM STOM OHU [OSKHbI AenaThb;

¢ nop4aaoK 1M nepnognyHoCTb aHarmia CUCTEMHBLIX KYpHaroB perncrtpaunmn n npuHATUA
Mep no 3aperncTpnposaHHbIM HECAHKLUNOHNPOBAHHbIM OencTBuAM nonb3oBaTenen CBT.

Ona peanunsaumm BNOCNeaCcTBUM BO3MOXHOCTM CO34aHusa NobGoMy nonb3oBaTento
nsonuposaHHon nporpammHon cpegbl  (UMNC) Heobxogumo, 4TOObI BbilLlEeHa3BaHHbIE
OOKYMEHTbI U npaBuria pasrpaHMyeHns OoCcTyna K pecypcam rapaHTMpoBarnu:

*  UCKIOYEHMEe BO3MOXHOCTM [OCTyna HenpuBUMErMpoBaHHbIX Monb3oBatenem K
Haxoadawmxca B CBT MHCTpyMeHTanbHbIM M TEXHONTOMMYECKMM NporpamMmmMam, C MOMOLLbHO
KOTOPbIX MOXHO NpoaHanuampoBaTtb paboty C3M n npeanpuHATb NOMNbITKA UX "B3noma”
n obxona, BHeApeHMS paspyLuaroLwmnx nporpaMmHbix Bosgencteum (PrB);

*  UCKMNIOYEHMe BO3MOXHOCTM pa3paboTkym nporpamm B 3awuuieHHoOM KoHType CBT
(cuctemsl);

*  WUCKINKYEeHne BO3MOXHOCTU HecaHKLI,VIOHI/IpOBaHHOIZ MOD,I/I(*)VIKaLI,I/IVI n BHeOpeHus
HECaHKUMOHNPOBAaAHHbLIX MporpamMmM;,

* JKeCTKoe orpaHunyeHune Kpyra ni, O6J'Iaﬂ,a|'0U.l,VIMVI paclwmpeHHbIMN nnn
HeorpaHn4eHHbIMNU NONTHOMO4YNAMUK NO OO0CTYNY K 3alimuiaeMblM pecypcaM.

C yyeTOoM BblWECKa3aHHOrO Heobxoaumo Takke paspaboTatb W BHECTU
HeoOXxoaMmble W3MEHEHMSI BO BCE OpraHM3auWOHHO-pacnopsiAUTENbHbIE  AOKYMEHTbI
(nonoxeHusa 0 noapasgeneHusx, PyHKLMoHanbHble 06513aHHOCTN COTPYAHMKOB, NHCTPYKLUMK
nonb3oBartenen n T.4.) N0 Bonpocam MHgopmaumnmoHHon 6e3onacHocTn 1 npasunam paboThbl
Ha CBT (B AC) c BHegpeHHbIMW CpefcTBaMu 3aluTbl KOMMMeEKca, OeNCTBUSIM B cCryvyae
BO3HWKHOBEHUS HeLITaTHbIX CUTYaLnii.

1.2 YcmaHoeka u Hacmpolika komrsiekca

AgmuHuctpatop BW opraHusyeT ycTaHOBKYy komnnekca «Akkopa»., ucxogs W3
NMPUHATON B OpraHu3auuyM MNONUTMKM WMHGOPMALIMOHHOW GEe3onacHOCTM U OCyLecTBnseT
KOHTPOJIb 33 KAYECTBOM €€ BbIMNOSTHEHMS.
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MopsgoK yCTaHOBKM M HACTPOMKN KOMMSIEKCa B COOTBETCTBUM C KOHdurypaumen CBT
copgepxutcs B "PykoBoacTtee no yctaHoske" (11443195.4012-037 98).

YcTaHoBKka NnporpaMMHbIX CPeACTB KOMMNIIeKca A0SMKHA NPOBOANTLCH B MPUCYTCTBUN
agMuHucTtpartopa bU.

B Hactosiwem pasgene paccMmaTpvBaeTcsl  MOPSAOK  HACTPOWMKU  3alUTHbIX
MEXaHM3MOB KOMIMIeKca B COOTBETCTBUM C MpaBwunamu pasrpaHudeHus goctyna (MPO) k
MHpOpMaLIMK, NPUHATLIMK B OpraHu3auuy (Ha npeanpusitum, pvpme 1 1.4.).

CopepxaHnem 3Ton paboTbl sABNSieTCsl HasHavyeHue nonb3oBatensam CBT
NOMIHOMOYMIM MO JOCTYNy K pecypcam B COOTBETCTBUM C pa3paboTaHHbIMU (M BO3MOXHO
YTOYHEHHBIMM B XO4€ HACTPOWKM KOMMIEeKca) OpraHM3aunoHHO-pacnopsianTenbHbIMA
OOKYMEHTaMMW.

MonHomouna nonb3oBaTenen no goctyny Kk pecypcam AC (CBT) HasHadaroTca C
nomoLLsto nporpammsl ACED32.EXE" MyTeM COOTBETCTBYIOLLEN HACTPOMKMN:

e CPeAcTB uaeHTUdUKALMU U ayTeHTUdMKaLuM nonb3oBaTtenei, ¢ ydeToM Heobxogmmon
ANVHbI Maponist U BPEMEHU €ro XXM3HW, OrpaHMYeHMEM BpeMeHu AocTyna cybbekTa K
CBT;

* MexaHu3Ma ynpaBneHusi AOCTYNOM K pecypcaM C UCMonb3oBaHWeM atpubyToB AoCTyna,
KOTOpble YyCTaHaBnuBalTCA agmuHucTpatopom BW B cooTBeTcTBME Kaxagonm nape
"cybbekT gocTtyna - obbekT focTyna" npu peructpaumm nonb3oBaTenen UCXoAs U3  UX
YHKLMOHaNbHbIX 0683aHHOCTEN;

* CpeactB KOHTpOJiA UEJNIOCTHOCTU KPUTUYHBLIX C  TOYKU 3pPEHUA I/IH(*)OpMaLI,VIOHHOVI
BGesonacHocTH nporpamMmm 1 aHHbIX;

* MeXaHun3Mma (*)yHKU,I/IOHaJ'IbHOFO 3aMblKaHUA I'IpOFpaMMHOI7I cpeabl nonb3oBarenen
cpeacrtBamMm 3alllnTbl KOMIJ1EKCA,

* MeXaHM3MOB YynpaBleHuna CcTaH4apTHbIMU npouenypamm nedartun, npouenypamum
BBOAa/BbIBOAA Ha OoTHyXXOaeMble HOCUTenun I/IH(*)OpMaLI,VII/I;

*  [OOMOMHUTESNbHbIX 3alUMTHLIX MEXaHW3MOB, TakuMX Kak OnoKMpoBaHME 3KpaHa U
KnaBuaTypbl B Cry4vasiX, B KOTOPbIX MOryT peanv3oBbiBaTbCs Yrpo3bl MHOpMauun, a
Takke MOAayYn COOTBETCTBYHOLLUMX 3BYKOBbIX M BU3yallbHbIX CUFHANOB NPW MOMbITKAX
HecaHKLMOHUpoBaHHoOro goctyna k CBT n ee pecypcam.

1.3 Akcnnyamayusi koMmnsekca
Mpun akcnnyaTaumm Komnnekca agMmuHucTpatop bW pelwsaet cnegytowme 3agayu:

* noggepXxuBaeTt cpeacrtea  3allnTbl KOMMJIEKCa B pa6OTOCI'IOCO6HOM COCTOAHUN U
KOHTPOIMpPyeT NpaBuiibHOCTb UX pa6OTbI;

* npou3BoauUT U3MEHEHUA B HaCTpOIZKe cpeacTB 3awnTbl KOMMJ1IEKCa Ha OCHOBaHUMU U B
NOJTIHOM COOTBETCTBUN C USMEHEHUAMU NpaBuil pasrpaHny4eHua OO0CTyna. OHn MOryT

' Onucanue npozpammel u nopsdok ee MpumeHeHus - cM. OOKyMeHm "YcmaHoeka npasusn pasepaHuYeHus
docmyna. [Ipozpamma ACED32." (11443195.4012-019 97 01), nocmasensembili 8 KOMIIeKme
aKcnnyamayuoHHoU O0KyMeHmauuu Ha KOMIIIEKC.
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OblTb  BbI3BaHbI pa3nmMyHbIMn NPUYNHaMH, HanpunmMep, M3MEHEHMEM  COCTaBa
nonb3oBaTtenen, Mx OOMKHOCTHbLIX U (byHKuMOHaﬂbeIX obs13aHHOCTEN, pacwmpeHmnem
HOMEHKNaTypbl UCMOJIb3YEMbIX TEXHUYECKUX U NPpOrpaMMHbIX CpeCcTB, 3adad U T.11.

*  OCYLLEeCTBMSIET TEKYLUMA KOHTpOSib 3a paboTon nonb3oBatenen CBT ¢ BHegpeHHbIMU
cpefcTeaMuy 3aLlUnTbl KOMIMEKCA;

e aHanusupyeT COOEPXUMOE >KypHama peructpaumm  cobbiTuiA,  opMUpPyemMoro
cpeacTBaMM  KOMMNEKca W Ha 3TOW OCHOBe BblpabaTbiBaeT npeasiokeHus no
COBEPLUEHCTBOBAHUIO 3aALLMTHbLIX MEXaHW3MOB, peanu3yeMblXx CPeacTBaMu KOMMIEKca,
npuHMMaeT Heobxogumble Mepbl MO  COBEPLUEHCTBOBAHWUID  CUCTEMbl  3alUMTHI
MHpOpMaLIMK B LIENOM.

HenpepblBHasi opraHv3auMoHHass nogAepxka (YHKUMOHUPOBAHUA CPEACTB  3alUMTbl
Komnnekca npegnonaraet obecnedyeHne CTPOroro cobniogeHus BCceMWU MOMb3oBaTensimMu
TpebosaHun CBWN (agMmuHucTpaTtopa BU).

1.4 CHsimue 3awjumsl

CHaTtue (OTKNOYEHME) cpeacTB 3alMTbl KOMMNekca MOXeT notpeboBaTbcs Ang
YCTaAHOBKM Ha XXECTKUIA OMCK KOMMbloTEpPa Kakoro-nmbo HOBOro nporpaMMmHoro obecneyeHns
- ornepaunoHHon cuctemsl, npuknagHoro MO n 1.4.

CHsITWE 3alunThl pa3peLLeHo Tonbko agMuHucTpatopy BU (cynepsusopy).

D,J'IFI CHATUA 3alunTbl agMUHUCTPATOPY BU HeO6XO,EI,VIMO OTKINMKOYNTb NnoACUCTemy
pasrpaHmyeHna 0ocTtyna n CHATb annapaTtHy 4aCTb KOMMJ1EKCa, AnA 4ero cnenyer:

1. 3arpyautb CBT 1 BonTM B cucTeMy ¢ napameTpamu agMmuHucTpartopa bU.

2. 3anyctutb nporpammy ACSETUP.EXE u3 katanora C:\\ACCORD.X64. lNpu atom
3anpawmBaeTca ngeHTudukaTop agMmmHucTpaTopa bU.

Ecnn ngeHtudukauma npowna ycnewHo, TO Ha 9KpaHe MNoABNAeTcs Auanorosoe
OKHO, Noka3aHHoe Ha puc. 1.

3. B nyHkTe meHo "KomaHgpl" cneagyet BblOpaTb nognyHKT "CHATUE" U BbINOMHUTL
OEeNCTBMSA, pekomeHayemble nporpammon. [locne BbinonHeHus komaHabl "CHaTme"
noacuctemMa pasrpaHuyeHnsa goctyna OyaeT OTKMYeHa, U Npu crneayrolen 3arpyske He
O6ynet aktmBuanposaTbca. Katanor ACCORD.X64 octaeTtca Ha xecTtkom pucke. [pu
HEeOOXOAMMOCTM MOXHO MOMHOCTLbIO AeuHcTannumpoBate [10 komnnekca. B naHenn
ynpaBnenns Bbibvpaem «[llporpammbl M KOMMOHEHTbI», HaxoAuM W BblOensieM CTPOKY
«Komnnekc C3U1 HCL Akkopa-Win64», oanee komaHaa «YaanuTb».
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Pann  EKowmanger [Napamerper  [Nomows
CocToAHME: [Mpu cTapre:
i :
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|3 Mpoeepare BOOT cekropa:

[ Mopoepstika USE knasuaryper
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Puc.1. OkHo ycmaHoskulyQaneHusi nodcucmemsbl padzpaHudeHuss docmyna Komrnekca "Akkopd"

4. Nanee HeobxoauMO OTKNOYMUTbL NuTaHue CBT.
5. BckpbITb KOpnyc cuctemHoro 6noka CBT.

6. V3Bneyb annapaTHyl YacTb komnnekca (KOHTponnep).
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2. OCHOBHbIE MEXAHU3MbI PEANTU3ALUN 3ALLUTHBIX
®YHKLIMA KOMIMINEKCA

3alnTHble MexaHM3Mbl KoMMfekca «AKKopO». peanim3oBaHbl B COOTBETCTBUWN C
TpeboBaHusmn "PLl. ABTOMaTM3MpPOBaHHbIE CUCTEMbI. 3allnTa OT HEeCaHKLMOHMPOBAHHOIO
poctyna K uHdopmaumn. Knaccndumkaumsi aBTomaTnanpoBaHHbIX CUCTEM U TpeboBaHus Mo
3awmte uHGopmauun” wn “PLO. CpencrBa BbIMUCIIUTENBHOW TEXHUKW. 3awuTta  oT
HEeCaHKLMOHMPOBaHHOIMO pgoctyna K uHdopmauun. [lokasatenn 3awWuMeHHOCTU OT
HeCaHKUMOHMPOBAHHOIroO Joctyna K WHgopmaumn. “Toctexkomucema Poccun, 1998.
Komnnekc C3M HCL "Akkopa" obecneumBaeTt 3awmuty MHGopMauum no 3-my knaccy nnsg
CBT u BO3MOXHOCTb WCMNOMb30BaHWs AONs 3awuTbl MHGopmaumm B AC [o Knaccos
3awmweHHoctn 16, 2A, 3A u B UCIOH go 1 knacca BKNHOYNTENBHO, 6€3 M3MEHEHUST paHee
nprobpeTeHHbIX NPOrPamMMHbIX CPEACTB.

Hwke onucaHbl 3alWnTHble MexaHu3Mmbl koMmnnekca «Akkopa-Winb4» no cxewme:
"TpeboBaHue - peanusauus’.

2.1. TpebosaHue udeHmughukayuu u aymeHmughukayuu

B cooTBeTCTBMM C HOPMATMBHbIMU SOKYMEHTaMM, koMnnekc cpeacTs 3awmTtbl (KC3)
JommkeH TpebosaTb OT nonb3oBaTtenen naeHTuguumnposaTe cebs npu 3anpocax Ha AOCTyn.
KC3 pomkeH nogBepraTb MNpoOBEPKE MOANIMHHOCTL uMAaeHTUMkatopa cybbekta -
ocyulecTenAaTb ayTeHTUdumkaumo. KC3 gomkeH pacnonarate HEO6XO4MMbIMU AaHHBIMU ANS
naeHTMdukaumm 1 ayteHtudukaumn. KC3  gormkeH npenaTtcTBoBaTb  OOCTyny K
3awmaeMblM pecypcam He naeHTUMULMPOBaHHBLIX NOMb3oBaTenen u nonb3oBaTenen, Ybs
NOANWHHOCTb NpU ayTeHTUdMKauum He noaTeepaunack. B TpeboBaHuax k AC ykasbiBaeTcs
MUHUManbHas AnvHa napons, KoTopas [AOfMKHA COCTaBNATb He MeHee 6 OyKBeHHO-
LM POBbLIX CUMBOSIOB.

Peanusauus

Peanusaumss atmx TpeboBaHMI CBs3aHa C  BbINOfIHEHMEM  YCMOBUA  CO34aHUNS
N30NMPOBaHHON nporpamMmmHon cpedbl (cM. OnucaHne npumeHeHusi. 11443195.4012-037
31), B TOM uucne:

1. VigeHTndukaums [OIMKHA BbIMNOMHATLCA TPYAHO KOMUPYEMbIM  YHUKaNbHbIM
noeHTnduKaTopoM A0 3arpyskm onepaumoHHON CUCTEMDI.

2. AyTeHTndmKaumsa AOMmKHa BbINOMHATLCA C obecrnedyeHneM 3almTbl OT pacKpbITUSA
napons - No KpamHen Mepe, Naposib AOSMKEH OblTb 4OCTATOMHOM AfNHBI U MPOBEPSATLCS OH
OOSTKEH Takxke [0 3arpysku onepaumoHHon cuctemel (OC).

3. JomkeH obecnevmBaTbCs KOHTPOSb LIENTOCTHOCTU NPOrpamMm M AaHHbIX U Ha 3TOWN
OCHOBE 3almMTa OT HEeCaHKUMOHMPOBAHHbIX MOAMMUKAUMA nporpaMM W AaHHbIX (C
OCYLLECTBIIEHMEM OCHOBHbIX KOHTPOSIbHbIX OyHKUMI g0 3arpy3km OC).

4. B coctaBe cpegctB 3awmtbl oT HCL gomkHbl GbITh cpedcTBa, No3BonsoLine
obecneunTb KOHTPOSb 3anycka 3adad WU Ha 3TOW OCHOBEe (PYHKUMOHANbHOE 3aMblkaHue
MHPOPMALMOHHBLIX CUCTEM C UCKINHOYEHNEM BO3MOXHOCTM HECAHKLMOHNPOBAHHOIO BbIXO4A B
OcC.

OCcoBeHHOCTbIO U, HECOMHEHHO, MPENMYLLECTBOM KOMMEKca «AKKOpO». sIBMsIETCA
npoBedeHne Ha annapaTHOM YPOBHE Mpouenyp MAeHTUUKaUMM n ayTeHTudukauum go
3arpyskuM onepaumMoHHOMW cucteMbl. OTO obecneyMBaeTcs Npu MNOMOLLM MPOrpaMmHOro
obecneyeHunsi, 3anncaHHOro B 3JHeEpProHesaBMCUMMOW pNaWw-NamaT nnaTbl KOHTposnepa
"Akkopa-AMI3" n3 coctaBsa komnnekca «AKKOpa».
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BctpoenHoe O "Akkopa-AMO3" n3 coctaBa Komnnekca «AKkopa». nonyvaet
ynpaBneHne Ha cebsa BO Bpems Tak HasbiBaemon npouenypbl ROM-Scan, cyTb KOTOpoOW
3aKnto4vaeTcsa B criefyoLwem:

B npouecce HauyanbHOro crtapTa nocrne NpoBepKM OCHOBHOro obopygosaHus BIOS
KOMMNblOTEPA HauyMHaeT nouck BHewHux M3Y B ananaszoHe ot C800:0000 ao E000:0000 c
warom B 2K. MNpusHakom Hanuuua M3Y aBnsetcs Hanudme cnosa AAS5H B nepBom criose
npoBepseMoro uHtepsana. Ecnv gaHHbIi npusHak obHapyxeH, TO B crneaywowem banTte
copepxutcsa annHa MN3Y B cTpaHuuax no 512 6ant. 3ateM BbIMMCNSAETCS KOHTPOSbHas
cymma Bcero [3Y, un ecnun oHa KoppekTHa - OyaeT Npou3BedEeH BbI3OB MNpoLeaypbl,
pacnonoxeHHon B M3Y co cmeweHnem 3. Takas npouegypa OObIMHO MCNONb3yeTca Ans
nHumanmsaumm BIOS nnat pacwwupenus. C3U «Akkopa» B 3TOM npouenype npoBoguT
noeHTUUKaUNI0 1 ayTeHTUdUKaLnIo nonb3oBaTens, KOHTPOSb LeNOoCTHOCTU annapaTHom
yactm CBT, nporpamm u paadHbiXx. [Mpyn nwobon ownbke Bo3BpaT uM3 npouenypbl He
NPOMCXOAanT, T.€. 3arpy3Ka BbINONMHATLCA He ByaerT.

CronkocTb npouenyp vaeHTUdUKaLUMKM 1M ayTeHTUdUKauum onpegensetcs ANnHON
napons. MNMpumep pacuyeta Tpebyemon AnuHbI Napons npueeaeH B "OnncaHun npuMmeHeHus"
(11443195.4012-037 31). OTmeTuMm, 4YTO B KOMMNMeEKce <«AKKOpA»., WUCMNOMb3ylTCa U
HeKoTOopble [OMNOMHUTENbHblE MexaHu3Mbl 3awmtbl oT HCLO k komnbioTepy. Tak, B
YacTHOCTW, ANA none3oBartens agMmuHucTpaTop B moxeTt yctaHoBUTb:

* BpeMd Xu3HM naporsid nu ero MMHMManbHyr OJMHY - HanpuMmep, ncxogd un3 pacydeTos,
npmnBegeEHHbIX BbILLE;

*  BpPEMEHHble OrpaHUYeHNs — UHTepBan BpeMeHn No AHAM Hegenu (C aguckpeTHocTbio 30
MWH), B KOTOpbIN paspelweHa 3arpy3ka CBT pgaHHbiM nonb3oBatenem (CyObekTom
poctyna);

e NapamMeTpbl YNpaBreHUst 3KpaHOM - ralleHuMe 3KpaHa 4yepes 3apaHee onpeneneHHbIV
MHTepBan BpeMeHu (B criyyae, €cnn B TeYeHuWe YyKa3aHHOro MHTepBana AencTeus
onepaTopoM He BbIMOSHSAMNCD);

* nogaYa COOTBETCTBYHLUMX 3BYKOBbIX U BU3yallbHbIX CUTHaroB.

2.2. TpeboeaHue 2apaHMuu NPoOeKMuUpPoeaHus

Ha HavyanbHom aTane npoektupoBaHus KC3 pomkHa CTpouTbCA MOAENb 3alyuThbl,
3ajarowas NpuHUMN pasrpaHnuYyeHns OOCTyna M MexaHu3Mm ynpaBrieHus LOCTynoM. JTa
MOZenb OOIKHa coaepXaTb:

HenpoTuBoOpeYuBble Npasuna nsmeHenus MNPO;

npasuna paboTbl C yCTPOMCTBaMM BBOAA U BbIBOAA,;

dopmManbHyto Moerib MexaHn3ma yrnpasreHust 4OCTYNOM.

[ormkHa npegnaratbCsl BbICOKOYPOBHEBasi cneumdukaumss yactn KC3, peanusytowero
MEeXaHW3M ynpaBrieHUs OOCTYNOM M ero uHTepdencoB. Ata cneundurkaumsa gomkHa ObiTb
BepucmumnpoBaHa Ha COOTBETCTBUE 3aJaHHbIX MPUHLMMOB pasrpaHMyYeHnsa goctyna
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Peanu3auus

OnucaHue nonbiTtok HCA B cpeae Windows
B paHHOM cnyyae wumeeTtca B Buay Bce cemenctBo 64-bit OC Windows,
MOCTPOEHHbLIX Ha  TexHorormm NT - XP/2003/Vista/2008/7/2008R2.  [lonbITkK
HeCaHKLMOHMPOBAHHOIO AOCTyna MoryT 6bITb NpOBEAEHbI Yepes:

1. Onepauuu ¢hatinosoli cucmemsl

MonobHble onepaunn Hanbonee Yyacto BCcTpevatoTca npu pabdote ¢ Windows. K Hum
OTHOCATCA MONbITKA 4YTEHWd, 3anucu, moaudukaumm u T.4. ¢annoB KU KaTanoros
nokanbHon unu cetesonn CBT. OTcyTCTBME KOHTPONS HaA TakMMm NOMNbITKaMmn No3BonseT
HeaBTOPM30BaAHHOMY MOMb30BATENO MNOMAyYMTb AOCTyn K nbor  uHdpopmaumm
Haxopaswencs B CBT.

2. Onepauyuu pabomesi ¢ peecmpom Windows.

3T onepauuy NpegoCcTaBnslOT BO3MOXHOCTb ANS HECAHKLMOHMPOBAHHOIO AOCTyna
MU HapyweHUss LUEnoCTHOCTU CcUCTEMbl (NMOAMEHa CUCTEMHbIX (alnoB, BHeApeHue
BPEAOHOCHbIX Nporpamm). [NepexsaTe onepaummn paboTbl ¢ peectpom Windows, MOXHO
aHanu3MpoBaTb 3anpockl U npecekaTtb nonbiTkn HCL.

3. Bazpyska modynell u 3arnyck npozspamm.

MepexBaTvB 3arpysky MoAyrnen MOXHO OTcrneauTb/3anpeTuTb 3arpy3ky CTOPOHHMUX
mogynen (EXE, DLL, VXD, SYS) B cucteme, 4to nossonsieT um3bexaTb MNOAMEHbI
cucteMHblx  mMoaynen. [lepexBaTMB  3anyck  WUCMOSHAEMbIX — MOAyNen,  MOXHO
oTcneauTh/3anpeTnTb  3anyck CTOPOHHMX MPOLEeCCOB B CUCTEME, 4TO MO3BonseT
nsbexartb 3anycka Bpe4OHOCHbIX MporpamMm.

Peanusauus pasrpaHnyeHus goctyna moayrnem ACRUN.SYS

PasrpaHuyeHune goctyna Kk pecypcam CBT B komnnekce «Akkopa»., (pasrpaHuyeHune
pecypcoB - B TepmmHax C3UM HC[ "Akkopa") peanu3oBaHO npuv MOMOLLM PEe3nOeHTHOMN
nporpamMmbl, KOTOopass nepexBaTbiBaeT Ha ceba o6paboTky yHKUMA  OUCKOBOro
BBOAA/BbIBOAA U obpalleHus K peectpy. Cmbicn paboTbl AAHHOMO pe3naeHTHOro Moayns B
TOM, 4YTO NpW MOMAydeHUn OT MNONb30BaTEeNbCKOM NporpaMmbl 3anpoca, Hanpumep, Ha
yoaneHne danna - BHadane npou3BOAUTCH MNpPOBEpKa Hanuunsg TakMxX MNONTHOMOYUA Y
nonb3oBatens. Ecnn Takume nonHOMOYMA €eCTb - YynpaBneHuwe nepegaetca OObIYHOMY
o6paboTtumky OC ansa ncnonHeHus onepaumn. Ecnm Takmx NOTHOMOYUIA HET - UMUTUPYETCA
BbIXO/, C OLLNOKON.

Mogynb ACRUN.SYS cocTtouT 13 AByXx cybmoaynen, kaxabli U3 KOTOPbIX OTBeYaeT 3a
nepexsar onpegeneHHbIX pyHkunn Windows.

1. Cybmodynb nepexeama yHkyuli FSM (ACRUN_FSM).

Onepauun annoBon CUCTEMbl AENATCA Ha onepauuu C NoKanbHbIMU pecypcamu u
ceteBbiMn. B Windows 3a paboty c dannoson cuctemon otesedaetr FSM (File System
Manager), KOTopbI NMPUHMMAaET U BbLIMOSTHAET 3arnpocbl OT BCeX Moaynen cuctembl. FSM
HYy)XeH Ons yHUMKauum pecypcos, T.e. 3arnpoc Ha OOCTYN K JIOKarnbHOMY WK CeTeBOMY
pecypcy noctynaeT cHadana k FSM. FSM aHanu3npyet 3anpoc nm Ha OCHOBaHWWN aHanuia
Bbl3blBaeT COOTBETCTBYyOWMN ApanBep yctpouctea (FSD — File System Driver). Takum
obpasom, nepexsaTnB yHKUMM FSM, MOXHO KOHTponupoBaTb Bce hanrnoBsble 3anpochbl B
cucTeme.

PaccmoTpum, Kakue 3anpockl NpUXoasaT OT NPUNoXeHUn n gpansepos K FSM.
SYS Ring0 — 3anpocsbl, npuxogsawme ot Windows SYS Ha HyneBoOM KornbLe NpUBUIETUIA.

WIN 16 PM - 3anpocsbl, npuxogsawme ot 16-6utHbix npunoxeHuni Windows.
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INT21 PM/V86 - 3anpochkl, npuxoasiwme oT NPUoXeHnn, padoTawmx B 3aWMWeHHOM Unm
BUPTYanbLHOM pexmmax.

WIN64 - 3anpocsl, npuxoasiue ot 64-6uTHbIx npunoxeHnn Windows.
FSD - 3anpocbl, npuxogsawme ot FSD, paboTatowmx B Windows (Hanpumep, Network FSD).

Mpn Hanuyun moayns pasrpaHnyeHus goctyna Acrun.SYS, 3anpoc cHavana npuxogut
K cybmogynio nepexsaTa yHkumn FSM, 3aTeM npoucxoauT npoBepKa 3anpoca Ha
cootBetcTBue [P (npaBunam pasrpaHudeHuss OOcCTyna) M B Cnyyae ycnexa, 3anpoc
nepenaetcd FSM.

2. Cybmodynb nepexeama ¢byHkyul pabomsi ¢ peecmpom Windows (ACRUN_REG).

B peectpe Windows xpaHuUTcs MHOro MHdopMauumn, HeCaHKLUOHUPOBAHHbLIA A0CTYN K
KOTOPON MOXET MnoBfeyb 3a cobon HapylleHue LUenNoCTHOCTU MpOorpaMMHOM cpeabl Wnu
BOOOLE BbIXOA4 CUCTEMbI U3 CTPOs. Takke BO3MOXHa NoAMEHa CUCTEMHbIX MOAyrnen, 4Yto
no3BonseT nony4nTb Aoctyn Kk pecypcam OC un npuknagHoro MO.

2.3. TpebosaHue peanu3ayuu OUCKPEUUOHHO20 MexaHU3Ma pa32paHUYeHUst
docmyna

KC3 gomkeH KOHTponupoBaTb JOCTYN HaMMEHOBaHHbIX CyObeKkToB (nonb3oBaTenen)
K HaMMeHOBaHHbIM 06bekTaMm (painnam, nporpaMmmam, Tomam 1 T.4.).

KoHTponb poctyna [omkeH OblTb MPUMEHUM K KagoMy OObBEeKTY U Kaxkaomy
cyGbekTy (MHOMBUAY UKW rpynne paBHONPaBHbIX MHOAVBUOOB).

Onga kaxgon napbl (Cybbekt - obbekt) B CBT pomkHO 6GbiTb 3agaHO SBHOE W
He[BYCMbICIIEHHOE MepeyncrieHne JonycTumbIX TUMOB AOCTyNna (YitaTb, nucaTb U T.4.), T.e.
Tex TUMNOB AOCTyna, KOTOpble SBASATCA CaHKUMOHUPOBAHHBLIMW ONS AaHHOro cybbekta
(vHouBMAa unu rpynnel MHAMBUAOB) K AaHHOMY pecypcy CBT (o6bekTy).

MexaHuam, peanuaylowmnii AUCKPELMOHHBIN MPUHLMMA KOHTPOMS [0CTyna, OOMKeH
npeaycmaTtpuBaTb BO3MOXHOCTM CaHKLMOHMPOBaHHOrO u3aMeHeHuss MNP, B Tom uucne
BO3MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHMs1 cnucka nonb3oBaTenen CBT u cnucka
sawmwaemblx o6bekToB. MpaBa nsmMeHsTb MPL OomkHbI NpeaocTaBnATbCA BblAeNeHHbIM
cyGbekTam (agMuHMUCTpaumu, cnyxbe 6esonacHocT U T.4.). [JomkHbl GbITb NPEAYCMOTPEHbI
cpeacTBa ynpaBneHusi, orpaHMYMBatoLLmMe pacnpocTpaHeHne npae Ha AoCTyn.

Peanu3auyus

Onsa peannsaunmn ANCKPELNOHHOIo MexaHn3mMa pasrpaHmyeHna gocrtyna Heobxoanmo
no KpaVIHeVI Mepe KOHKpEeTU3npoBaTb TEPMUHbI, UCNOJIb3yEeMble B (*)OpMaJ'IbHOM onncaHumn.
rlpl/l 3TOM Ll.enecoo6pa3Ho nMcxoamTb M3 TOro, YTO NOJiydeHHaAaA MoAdelb OOJ1KHa, C oAHoM
CTOPOHHI, OblTb MOHATHA MONb30OBaTEMND, C npyroVI - Heé orpaHunymBaTtb noJib3oBaTend B
peannsauunn npouenyp pasrpaHnvyeHnAa Ooctyna un Kak MOXKHO Onmxe COOTBETCTBOBATb
0COBEHHOCTSIM APXUTEKTYpPbl TEeXHUYEeCKUX CpeacTtB KoMMboTEPA WU 0COBEHHOCTSIM
OI'IGpQLl,I/IOHHOVI cuctembl. C  3TOM  TOYKM 3peHnd Heobxoanmo onpegenntb, 410
uenecooGpasHo Bbl6paTb B KadecTBe OOBLEKTOB pasrpaHmyeHuna n0ocTtyna, W Kakue
AonyctuMmble TUNbl 4OCTyNa u,enecoo6pa3Ho ncnonb3oBaThb.

O6cyxgaa aToT BOMPOC, OTMETUM, YTO B KayecTBe obbektoB B GonblmnHctBe OC
ncnone3ytotces: [uckn — katanoru (nanku) - pannel (3agayn).

Bboibop TMNoB gocTtyna uenecoobpasHo cBsa3aTb € yHkumsamm OC, nocpencTtBoM
KOTOpPbIX OCYLLEeCTBSeTCHa OOCTYN K pecypcam. NepexsaTt BbI30BOB 3TUX DYHKUMIA NO3BONUT
peannsoaTb NPL ona aBHbIX 4ENCTBMIA NOMb3oBaTeNs.

Peanusaums TP A4ans CKpbiTbIX OEWCTBMIA  MONb3oBaTenst MOXeT ObiTb
OCyLLeCTBIIEeHa 3a CHET OorpaHUYeHns nepeydHs 3agad, Kotopble nonb3oBaTerib UMeeT NpaBo
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3anyckatb. OTO O3Ha4vaeT, 4To cpeactea NP fomkHbl cogepXaTb BO3MOXHOCTb SIBHOMO U
HeJBYCMbICIIEHHOro OnncaHus NepeydHa 3agad, 3anyck KOTopbIX paspeLleH Nonb3oBaTento, n
CPedCTB KOHTpPONS 3a Ucnosib3oBaHWeM 3TMX 3agadvy. PopmupoBaHME MNEepedHs OOSMKHO
OCYLLEeCTBINATLCA aaMUHUCTpaTopoM BU B nopsagke, npedycMOTpeHHOM Ang hopMUpOBaHUSA
n nameHenus MPO.

B komnnekc «AKKOp,EI.». ONCKPpEeUUOHHbIE TMpaBuna pasrpaHndeHna OoCcTyna
yCTaHaBINBaAKOTCA NMPUCBOEHNEM obbekTam aoctyna anVI6yTOB aoctyna. YCTaHOBMNEHHbIN
anVI6YT O3Ha4aeT, 4YTO ornpenendemMas anI/I6yTOM onepauna MOXET BbIMNOJIHATLCA Haj
AaHHbIM obbekToM. B komnnekce NMPUMEHAKTCA creayuimne anI/I6yTbIZ

R - OTKpbITUE (hpannosB ONga YTeHus,;

W - oTKpbITWE ¢haiinoB Ans 3anucu,

O - nogmeHa atpubyTta R atpmbytamm RW Ha aTtane oTKpbITUs canna;
C - co3gaHne pannos;

D - ynaneHue ¢annos;

N - nepeMmeHoBaHue ¢pannoB N NOAKaTanoros;

V - BUgMMocTb hannos;

M - co3gaHune KaTtanoros;

E - yoaneHwe kaTtanoros;

n — nepenMeHoBaHWe KaTanoros;

G - OOCTYNHOCTb AaHHOro KaTtanora (T.e. nepexoq K Hemy);

X - UcrnonHeHue 3agav;

S - HacnegoBaHWe nogkatanoramy aTpubyToB POAMTENLCKOrO KaTanora;

YcTaHoBNeHHble aTpubyThl onpeaensaioT BaxxHenwyto YacTb MNP nonb3osatensa. OT
NpaBUNbHOCTM BblGOpa W YCTAHOBKM aTpuMbOyTOB BO MHOIOM 3aBUCUT 3(EKTUBHOCTb
pabotbl C3W. B aTon cBa3n agMuHucTpaTop cnyxbbl 6e30nacHoOCTU MHopMaunm OOSmKeH
SICHO NPeacTaBNATb, OT YEro U Kak 3aBUCUT BbiGOp aTpnbyToB, Has3HavYaeMblX 06beKTaMm, K
KOTOpbIM MMeeT [OCTyn nonb3oBaTenb. Kak MWHMMYM, HEo6XoouMO M3YyYnTb NPUHLIAM
pasrpaHnu4eHnsa OOCTyna C MOMOLWbI OaHHbIX aTpubyToB, a Takke 0COB6eHHOCTM paboThbl
NporpaMMHbIX CPEACTB, KOTopble ByaAyT NPMMEHATLCS Nonb3oBaTenem npu pabore.

CneuvanbHas nporpamma — pedakTop npae AOCTyna, NO3BONSET agMUHUCTPATOpPy
BW ana kaxxgon napbl CybbekT - 06bekT onpenenuTb:

Ans duckoe:

e [OCTYMNHOCTb, T.€. NOMb30BaTeN0 AOCTYMHbI TOMBKO Te Nornyeckme ANCKKU, KoTopble SIBHO
onucansl B MNMPM;

Ana kamanoea:
*  [OCTYNHOCTb (Mepexo K JaHHOMY KaTanory);

*  BMAMMOCTb (AaHHbIN KaTanor 6yaeT BuAeH nonb3oBaTento 13 gannosbix 06onovek Tuna
Windows Commander unu Explorer);

e HacnegoBaHue nogkartanoramu aTpubyToB kaTanora;
Ansi codepxumoz20 Kamarnoea:.
e cO3fdaHve nogkaTarnoros;

* yaaneHue nogkartaroros;
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* nepevMeHOBaHWe nogkKaTanoros;

e OTKpbITME (hannoB Ans 3anucu;

e OTKpbITME (hannoB Anga YTEHUS,

e co3gaHune gannos;

* nepevmeHoBaHWe hannos;

e yOoaneHuwe annos;

e BMAUMOCTbL GPalnoB.;

e "(pukTMBHOE" OTKPBLITUE (panoB Ans 3anucy;
Ons 3aday:

NCMOJTHEHNE;

HdononHuTeneHO MOryT onpefenaTtbcs [paBa gocTyna K oTAeNbHbIM dpannam (¢
yKasaHueMm MosiHoro nyTu AocTyna) - aTu npaBa OyayT obecneunmBaTtbcA B 6€3yCNOBHOM
nopsgke, naxe ecnu pann pacrnonoxeH B Katanore, AOCTyna K KOTOPOMY [JdaHHbIN
nonb3oBaTtenb He uMeeT, unu aTpubyTbl gocTyna gns danna oTnNu4YHbl OT aTpubyToB
KaTtanora, B KOTOPOM OH HaxoauTcs. NpegycMoTpeHo onpeaeneHue cnegyowmx npas:

e OTKpbITME (hannoB Ans 3anucu;

e OTKpbITME (hannoB Ana YTEHUS,

e co3gaHune gannos;

e yOoaneHuwe annos;

e nepenmmeHoBaHwe annos;

*  BMAUMOCTbL GPaNnoB.;

e "(puKTMBHOE" OTKPBLITUE (panoB ANs 3anucy;
e 3anyck 3agau.

CyllecTByeT Takke W "4epHbll crnucok'. OTo dainbl, MK KaTanoru, KoTopble
MPUCYTCTBYIOT B CMMCKE OOBEKTOB, ANsi KOTOPbIX HE YCTAHOBMEH HU OAUH aTpubyT JocTyna.
OOGbeKTbl, ONMCaHHbIE B "4EPHOM CNUCKE", CTAHOBATCS HEAOCTYMHbLIMM MNOMb30BaTeNto, Aaxe
€CIN OHM pacnoNioXKeHbl B KaTarorax, kK KOTopblM Mofib3oBaTtenb UMeeT AOCTyn. B "yepHbIi
CNUCOK" MOXHO BKIOYaTb Takke Nornyeckne MMeHa YCTPOWCTB U ApaiiBepbl YCTPOMCTB. ITU
06beKTbl NOCIEe TaKoro ONMcaHusi CTaHOBATCS HEAOCTYMNHbI NoNb3oBaTento. Takum obpasom,
OCYLLIEeCTBISAETCA COMOCTaBMNEHNE Nonb30BaTeNsi U AOCTYMHbIX MY YCTPOUCTB.

Kpome aToro, B noacuctemMe [OUCKPELMOHHOrO [OCTyrna peanu3oBaHbl [ABa
AOMNONMHUTENbHbLIX  aTpubyTa, npedHasHayeHHbIX Ans  perucrtpaumMum  obpalleHust
nonb3oBaTens K oTaenbHbIM pecypcaM. ATpUBYT «r» - onpeaensieT perncrpaumto onepawumi
YyTeHUss ANA OoTAenbHOro obbekTa, aTpubyT «w» - perucTpauuio onepauuin 3anucu.
Ncnonb3oBaHne aTux aTpubyTtoB UenecoobpasHo B cnydyae, Korga agMUHUCTpaTopy
BesonacHoCTM HeobxooumMoO WMMeTb WHopMauMio O Bcex crnydasix obpalleHus (Oaxe
CaHKUMOHUPOBAaHHbLIM) K KPUTUYHBIM pecypcam, a He Tonbko coobLueHust o6 HCL,.

2.4. TpeboeaHue no peanusayuu MaHAamMHO20 NPUHYUNa KOHMpossa docmyna

Onsa peannsaumn 3Toro npuHUuuMna AOJIKHbl COMNOCTaBATbLCA KJ'IaCCI/IQ)VIKaLI,I/IOHHbIe
MEeTKN KaxKaoro Cy6'beKTa N Kakgoro obbekTa, oTpaXxawwne nx mecto B COOTBGTCTBYI'OLLI,GIZ
nepapxun. nOCpeD,CTBOM 3TNX METOK Cy6'beKTaM N obbekTaM [OOIKHbl Ha3Ha4vaTbCs
KJ'IaCCI/I(bVIKaLI,I/IOHHbIe YPOBHM (ypOBHI/I YyA3BUMOCTU, KaTeropun cekKpeTtHOCTn wu T.I'I.),
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ABAOLNECAH KOM6VIHaLI,VIFIMVI nepapxmyecknx mn Heunepapxmyecknx KaTeFOpVII7I. ,D,aHHbIe
METKN OOJIKHbI CITYXXUTb OCHOBOW MaHOaTHOro npuHUKMNna pasrpaHny4eHna gocryna.

KC3 npu BBOAE HOBbIX AaHHbIX B CUCTEMY AOMXKEH 3anpalwuvBatb W nonyyaTtb OT
CaHKUMOHWPOBAHHOIO MNONb30BaTeNsa KracCUUKaLMOHHbIE MeTKM 3TUX AaHHbIX. [lpu
CaHKUMOHWPOBAHHOM 3aHeCeHWW B CNUCOK MNofb3oBaTenen HOBOrO CyObekTa [AOMKHO
OCYLLEeCTBNATbCA  COMOCTaBMeHMe  eMy  KnacCMUKAUMOHHbIX  MeToK.  BHewHue
KnaccudukaumoHHble MeTku (CyObekToB, OOBLEKTOB) [OOMMKHbI TOYHO COOTBETCTBOBATH
BHYTPEHHUM MeTKam (BHyTpu KC3).

KC3 pomkeH peanu3oBbiBaTb MaHAaTHbIA  MPUHLMN  KOHTpONs  gocTyna
NPUMEHUTENBHO KO BCeM 0O6beKTaM Npu SIBHOM U CKPbITOM JOCTYNe CO CTOPOHbI M0O0ro 13
Ccyb6bekToB:

e CyObeKkT MOXeT uMTaTb OOBLEKT, TONMbKO €Ccnv uepapxuyeckasl krnaccudukauus B
KnaccupMKaLMOHHOM  YpOBHE CyObekTa He MeHblle, YeM uvepapxuyeckas
Knaccudpmkaumss B KnaccuUKauMOHHOM YpOBHE O0ObekTa, U Heuepapxuyeckue
KaTeropum B KrnaccuduKkauMoOHHOM YpoBHE cybbekTa BknwvyawT B cebs Bce
nepapxmyeckme kaTeropum B krnaccudukaLumoHHOM YpoBHe 06bEKTa;

* CyOBEKT OCyLlecTBNSAEeT 3anMcb B OOBEKT, TOMbKO €CNn KracCcuuKaumoHHbIN YPOBEHb
cybbekTa B mepapxumdeckonm knaccudpukaumm He 6onblie, Yem KraccuuKaunoHHbIN
ypOBeHb O6beKTa B MEPAPXMYECKON Knaccudukaumm, n BCe nepapxmyeckmne Kkateropum B
KnaccmguKkaumMoOHHOM YpOBHE CyObekTa BKMHOYAKOTCS B HEMepapxXuveckme KaTeropum B
KnaccmgukaumoHHOM YpOBHe obbekTa.

Peanusauus MaHOATHbIX I'IP)J, OOJKHa npegycMartpmBeaTb BO3MOXHOCTU
conpoBoxgeHmAa: U3MeHeHUA KJ'IaCCVI(bI/IKaLI,VIOHHbIX ypOBHeVI Cy6'beKTOB M OOBbEKTOB
cneunarnbHO BblAENEHHbIMU Cy6'beKTaMVI.

B KC3 pomkeH O6biTb peanus3oBaH pgucnetdyep AocTyna, T.e. CPeAcTBo,
OCYLLEeCTBIIAIOLLEE nMepexBaT Bcex obpalweHnn cybbekTtoB K o0Obektam, a Takke
pasrpaHuMyeHne OocTyna B COOTBETCTBUM C 3a4aHHbIM MPUHLMNOM pasrpaHnyeHnsa gocTyna.
lMpn 3TOM pelleHne O CaHKLMOHUPOBAHHOCTU 3anpoca Ha AO0CTyn AOSMKHO MPUHMMATbCS
TONbKO NPU OQHOBPEMEHHOM pa3peLLUeHUN ero U ANCKPELMNOHHbIMK, U MaHaaTHbivu MNP,
Takum 06pa3om, AOMKEH KOHTPONMMPOBATbCS HE TONMbKO €OUHWYHBIA akT [OoCTyna, HO U
NoTOKM MHOpMaLuK.

Peanu3auus

PasrpaHuyeHve goctyna c Mcrnorib3oBaHMEM MaHAATHOMO MexaHu3ama ynpasreHus
OOCTYNOM KOMMIeKkca «AKKopA» OCYLLeCTBNSeTCa NyTeM NpUcBOeHus (3agaHus) obbekTam
AocTtyna kateropum goctyna (rpudpa), KOTopble XapakTepusyTcs ypoBHeM gocTtyna ot 0
(cambin HU3kU) OO0 15 (MakcMMarnbHbIN). YCTaHOBMNEHHbIM ANA obbekta goctyna rpud
ABNSAETCH €ro MeTKOM KOH(pAEHUNansHOCTH.

MNMonb3oBaTensiMm 1 npowleccaMm (ONUMOHaNbHO) NPUCBaUBAOTCS KaTeropum 4ocTyna
(ypoBHUM gonycka), Takke nsamensitowmecs ot 0 go 15. [loctyn nonb3oBaTtens unu npowuecca
BO3MOXEH Toraa W TONbKO Toraa, Korga ero ypoBeHb AOMycka He Hwbke rpuda obbekta
pgocryna.

KaTteropum poctyna moryt 6biTb MOMMEHOBaHbI KaK YPOBHW CEKpPeTHOCTU, nmbo
apyrum, Gonee ygobHeim ansa AamuHuctpatopa bU o6pasom.

[na akTnBm3aunm MaH4aTHOrO MexaHu3ma pasrpaHuyeHnsa OCTynoM Heobxoaumo B
¢anne ACCORD.INI B cekumm [ACED] yctaHoBuTb kntod MandatoryAccess=Yes . Ecnu B
MaHOaTHbIA MexaHn3M HeobXxoauMO BBECTWN KOHTPOSb A4OCTYNa NPOLEeCCOoB TOraa, B 9TON e
cekumn Heobxoammo yctaHoBuT kntod CheckProcess=Yes .
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HasBaHuMa M KonnyecTBO KaTeropun (MeTOK KOHUAeHLManbHOCTW) 3ajatoTca B
danne ACCORD.INI B cekuun [MANDATORY]. Mo ymonyaHuio B KOMMNEKCe onpedeneHsl 5
KaTeropuin KOHUAEeHUNanbHOCTU (CEKPETHOCTK):

Level0=06wenoctynHo
Levell=[nsa 6yxrantepuu
Level2=KoHdmaeHumansHo
Level3=CekpeTHo
Level4=CoBepLUeHHO CEeKpeTHO

AomuHucTtpaTtop B mMmeeT npaBo M3MEHSATb Ha3BaHUS U KOSIMYECTBO KaTeropumn
KOHuAeHUmansHocTM - Ho He 6onee 15-tu. C yBenuyeHMemM HOMepa KaTeropum
noBbIWAeTCa KOH(MAeHUManbHOCTb AaHHbiX. [danee HeobxoauMmo YCTaHOBWUTb YPOBEHb
Jonycka nonb3oBartenen. 910 genaetcs ¢ noMmowbio nporpammbl ACED32 - nyHKT MEHI
"KomaHgbl", ganee "YpoBeHb goctyna“. Nocne atoro AamuHuctpatop bU moxeTt HasHavaTb
KaK 4Nl KaTanoros, Tak 1 ANng oTAernbHbIX hannoB TpebyemMble ypoBHM AOCTYyNa.

MpoBepka npaB gocTyna cybbekta (nonb3oBaTens Wnv npolecca) K kakomy nmbo
o6bekTy poctyna (pecypcy CBT, nu6o AC) ocyuiecTBnsieTca B crieqyoweM nopsake:

1. rlpOBepFIeTCFI, nMeeT I nosrnb3oBaTellb MnpaBa Ha AOOCTyn, YCTAaHOBJIEHHbIE
ANCKpeUunoOHHbIM MEXaHN3MOM KOMIJIEKCA.

2. Ecnu nonb3oBaTento yCcTaHOBMEHbl MpaBa MO AOCTYNYy OUCKPELMOHHbLIM
MEXaHM3MOM KOMMIIEKCa, TO MPOBEPSIETCA YPOBEHb [OOMycka Monb3oBaTens u
rpud (MeTka KoHuaeHumanbHoCcTN) o6bekTa goctyna (pecypca CBT, nnbo AC).

3. [octyn OygeT paspeléH TOnbKo B TOM Clyvae, €Cnv YpOBEHb [OMycka
nonb3oBatens Gonbwe, nNMbo paBeH rpudy (MeTke KOHMAEHUNANBHOCTH)
ob6bekTa goctyna (pecypca CBT, nnb6o AC).

B komnnekce «Akkopa» peanu3oBaHa AOMOSHUTENbHas (YHKUMUSA, MO3BONAOLLASA
yCcTaHasnvBaTb YpPOBEHb [OCTYyMa WCMOMHAEMOMY Npoueccy, Koraa OH 3arpyxaetcs B
onepatuBHylO namaATb. WcrnonHsaemomy dhanny (mporpamme) rnpucBamBaeTcs MeTka
KOHmAaeHUunaneHoCcTh (ypoBeHb AOCTyna) kak obbekty Ha aucke CBT. lNpu atom cann
(nporpamma) 6ygeT 3anyckaTbCA TOMbKO MNoOfb3oBaTeneM C onpefenéHHbIM YPOBHEM
pgorycka.

lMocrne ycnewHoOW 3arpys3kM B OMNepaTMBHY MNaMATb  UCMNONHAEMbIn  dhann
(nporpamma), nony4aeT METKy YpPOBHSA JOCTyna Kak cyObekT AocTyna, KoTopbin paboTaeT ¢
obbekTamu (pecypcamu). B aTom cnyyae npoBepka AOCTyna K pecypcy OCyLlecTBnseTcs B
cnepyoLlem nopsiake:

1. npOBepﬂeTCﬂ, nMmeeT J1n nonb3oBaTeslb MNMpaBoO Ha AOCTyn B COOTBETCTBUMU C
ANCKPpEeUNOHHbIM MEXaHU3MOM.

2. Mpn Hannuum AOUCKPELMOHHbIX MpaB [AoCTyna nonb3oBaTens cpeactsamm
MaHOATHOro MexaHm3ama KOMMrekca NpoBEPSIETCS YPOBEHb ero gonycka u rpud
(meTka KoHdMAeHUManbLHOCTN) 06bekTa goctyna (pecypca).

3. Ecnu goctyn paspelléH, To npoBepsieTcs, UMeeT N TEKYLLMI NPOLLeCcC YPOBEHb
pjonycka Gonblue NGO OH paBeH YpPOBHIO AocTyna obbekta (pecypca), K
KOTOpOMY 0GpaTuICsi NoNb30BaTeNb C MOMOLLBI0 3TOro npolecca.

4. [foctyn 6ymeT paspelleH TOMbKO B Crlydyae YCMELWHOro BbIMNOMHEHUS TPEX
BbILLIEONUCaHHbIX NPOBEPOK.
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Mpy Takon peanu3aumMn MexaHusma ynpaeneHus NoTokamu MHgpopmaummn, obpaboTka
MHGOpMaUMM  OnNpeaenéHHOro YpPoBHS KOH(MAEHUMANbHOCTU BbINOMHSAETCA TOMbKO C
MOMOLLbIO BblENEHHbIX NporpamMm (NpoLeccos).

2.4. TpeboeaHue ynpaesieHUsi nomokamu UuHgopmMayuu

,D,OJ'I)KHO OCYyLLEeCTBNATLCA YyhnpaBrieHne noTtokamMmu Mchopmau,vm C MOMOLWbHD METOK
KOH(*)VID,eHLl,VlaJ'IbHOCTVI. I'IpM 3TOM YpOBE€Hb KOH(*)I/I,EI,GHU,I/IaJ'IbHOCTI/I HakonuTenen AormkeH
ObITb HE HWXKE YPOBHA KOH(*)I/I,EI,GHU,I/IaJ'IbHOCTI/I 3anncbLIBaeMON Ha HEro I/IH(*)OpMaLI,VII/I.

Peanu3ayus

B komnnekce «AKKOp,EI,». peann3oBaH MexaHnU3M ynpaBJieHUA MOTOKaMu I/IH(*)OpMaLI,VII/I,
OCHOBaHHbIN Ha npnHUMnax maHgaTtHOro pas3rpaHmyeHuna OoCTyrnom (CM. BblLLE . 2.3.). I'IpM
Takom peanundaunmm MexaHn3Ma ynpaBslieHna MNoTOKaMu VIH(*)OpMaU,I/IVI, 06p860TKa
VIH(*)OpMaU,I/IVI OI'Ipe,EI,eJ'IéHHOFO YPOBHA KOH(*)I/I,EI,GHU,I/IaJ'IbHOCTI/I BbIMNOJIHAETCA TOJIbKO C
NOMOLUbIO BblAEJTIEHHbIX NporpamMmm (I'IpOLI,eCCOB).

Kak ons katanoros, Tak 1 Ans oTAenbHbIX danfioB MOXeET OblTb YCTaHOBMNEHA MeTKa
KOH(MAEHUMANLHOCTH, a KaxaoMmy norb3oBaTento npuceavsBaeTcs MeTka ypoBHSA OCTyna.
AomuHuctpatop bW B panne koHdurypaumm ACCORD.INI MOXeT YyCTaHOBUTb, WK
OTKMNOYMTL brar MCrnornb3oBaHUA MaHOATHOro ynpasneHus JocTynoM. Ecnn mexaHusm
MaHOaTHOro 4OCTyna BKMAOYEH, TO Nofnb3oBaTerb NONy4YnUT JOCTYN TOMbKO K TeM obbekTam,
MeTKa KOH(PMAEeHLUManbHOCTN KOTOPbIX He BbIlle YPOBHS A0CTyna cybbekTa (Monb3oBarens).

B komnnekce peanusoBaHa [JONOSfHUTENbHas (YHKUMA, KOoTopas no3BonseT
YCTaHOBUTb YPOBEHb [OCTyna nMpoueccy B OnepaTtMBHOW MNamMaAtu. Takum obpasom,
ncnonHaembln havn (nporpamma) MmeetT MeTKY KOHMPUOEHUManbHOCTU, Kak OObekT Ha
ancke CBT n MOXeT 3anyckaTbCa TOMbKO MOMb3oBaTesieM C OonpeaefneHHbIM YPOBHEM
JocTyna, a nocre 3arpy3km B onepaTuBHYKO NamMATb Noslyd4aeT MeTKy YPOBHS OOCTyna, Kak
cybbekT, KOoTOpbli paboTaeT € OObekTamMy, MUMEKLWUMN COOTBETCTBYHOLLYIO METKY
KOH(uaeHumaneHocTn. [pyM Takon peanusauun MexaHusma ynpasneHus noTokamm
nHcopmaumm obpaboTka MHOPMaUUM ONpeaeneHHOro ypoBHA KOHMAEHUMANbHOCTU
BbIMOMHAETCA TOSMbKO C MOMOLLBK BblAeneHHbIX nporpamm (rnpoueccos). [Mpu aTom
npoueccy aBToMaTUYECKN NpuUcBanBatoTcs atpmMbyThl 4OCTYNa, KOTOPbIE 3anpeLuatT 3anucb
MHOPpMaLMM Ha HOCUTEMb, MeTKa KOHMUAEHUNArNbHOCTU KOTOPOro HUXe YPOBHA OOCTyna
npovecca.

2.5. TpeboeaHue pecucmpayuu cobbimuti
KC3 gomkeH 6bITb B COCTOSHUN OCYLLLECTBNATD PErMCTPaLMIO Creayolwmnx coObITUIA:

* uncnonb3oBaHue VI,El,eHTVICpVIKaLl,VIOHHOI'O n ayTeHTVI(*)VIKaLI,VIOHHOI'O MexaHn3ma,

e 3anpoc Ha [OCTyn K 3awmuiaemomy pecypcy (OTkpbiTve haina, 3anyck nporpammbl U
T.A.);

e CO34aHME N YHUYTOXEHUE 00BHEKTA;
e [enctBusi Nno nameHenuo MNPA.

Ona kaxgoro w3  3TUX  COObLITUA  JOSMKHA  permcTpupoBaTbCca  criedytollas
MHGOopMaLnA:

e [aTta v Bpems;
e CYODbEKT, OCYLLEeCTBASOLWMIA PETNCTPUPYEMOE OENCTBUE;

e TUN cobBbITUA (eCnNn perncTpupyeTcd 3anpoc Ha JOCTyn, TO cregyeT oTMevaTb OObEKT U
VN gocTyna);

e YCMELLHO SN OCYLLECTBUNOCL COObITME (OBCNYXXEH 3anpoC Ha LOCTYMN UMK HET).
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KC3 ponxeH cogepxaTb cpeacTBa  BbIOOPOYHOTO  O3HAKOMIIEHUS  C
PEerncTpaunoHHoO MHopMaumen, a Takke perucTpupoBaTb BCE MOMbITKM AOCTyna u
[AeNCTBMA BblOeNeHHbIX Nonb3oBaTenei (agMUHUCTPATOPOB 3alUUTbI U T.1.).

O6cyxdeHue

Mpencraensetca HeuenecoobpasHbiM NOCTOSIHHO OCYLLEeCTBMATb
nonHoMaclwTabHylo permcTpauuto BCeX MOMbITOK AOCTyNa BCeX MNoNb3oBaTernien Ko BCEM
pecypcamMm - B MepByl oyepelb, U3-3a BbICOKMX HaknagHbIX pacxogosB. B To xe Bpems,
BMOSIHE NPeACTaBUMbl CUTYaLMK, NPU KOTOPbIX HEOBXo4MMa nosfHasi TpaccupoBka COObITUN.
B yacTtHOCTM, MMeHHO Takon cnocob criegyeT NPUMEHATb, U3dy4vasi, Kakme pecypcbl TpebyeT
HOBas Mporpamma - nepeq TeMm, Kak nepefaTtb ee AN 3KcrnyaTauuu nonb3osatensm. B
3TOM CBA3M LenecoobpasHO BbIAENUTb HECKONbKO YPOBHEW [AeTanbHOCTU XypHana.
YCTaHOBKY YPOBHSA AeTanbHOCTU Afs Nonb3oBaTtens crnegyet nopyyntb agMUHUCTpaTopy
BW B nopsigke, npeaycMOTpPEeHHOM ANS YCTaHOBKU U udMeHeHus MPO.

Peanu3auus

Kak onga katanoros, Tak U Ansa oTAeNbHbIX (baﬁnoa MOXeT ObITb yCTaHoBJI1eHa onuund
pernctpaumn OO0CTyMa K Kartanory un ero cogepXxmmomy B pPernctpaumoHHOM XypHane.
PeFVICTpaLI,VIFI OCyLlecCTBIIAEeTCA B crieayLuiemM nopagke:

e And KaXxaoro nonb3oBatenda agMUHUCTPaTop BU yCTaHaBIIMBaET ypOBEHb OETalIbHOCTU
XypHalna - H1U3Kas, cpeHAA, BbICOKad,

e ansa noboro ypoBHs OEeTanbHOCTM B KypHane OTpaarlTcs napameTpbl perncrpaumm
nonb3oBaTtend, AOCTYN K YCTPOWCTBAM, 3anyck 3adad, nonbiTkM HapyweHua [P,
nameHeHus MNPL (B 4aCcTHOCTU, USMEHEHWE Naponen);

e Onda cpegHero ypoBHA OeTalibHOCTU B JXXypHane OTpaXxakTcAa AOOMNOJIHUTEerbHO BCe
nonbITKM OOCTyNa K 3almuiaeMblM ANCKaM, KaTtanoram n otaesibHbIM (baVlJ'laM, a TakKxe
NOonNbITKN UBMEHEHUA HEKOTOPbIX CUCTEMHbIX NAapaMeTPOB - AaTbl, BpEMEHU U OP.;

e ONnda BbICOKOIo YpoBHA OeTalibHOCTU B JXKypHane OTpa)XakTcA AONOJIHUTENbHO BCe
nonbITKM O0CTYyMNa K COAEPXKMMOMY 3allnLLaeMblX KaTanoros.

Kpome 3TOoro, npenycMoTpeH MexaHusm HpMHy,EI,MTeHbHOVI pernctpaunmn Ooctyna K
obObekTam. ,D,J'IFI 9TOro BBeAEHbI ABa OOMNOJIHUTESIbHbIX anVI6yTa, a UMEHHO!

r- (*)VIKCI/IpOBaTb B XYypHalne BCe NorbITKM O0CTyNna K o61:e|<Ty Ha YTeHue,
w - (*)VIKCI/IpOBaTb B XYypHarne BCe NorbITKM O0CTyNna K o61:e|<Ty Ha 3alruncb.

Ncnonb3ys aTM atpubyTbl, agMUHUCTPATOP MOXET obecneunTb perncrpauuio
COObLITUI, BaXHbIX ANs NOAAEPKaAHUST HEOOXOAMMOro  YPOBHS  MHGOPMAaLMOHHOM
OesonacHocTu.

Mporpamma LogView.EXE nossonseTr ocyllecTBUTb NPOCMOTP, BbIBOA Ha neyaTtb U
apxmBaLMIo XXypHana permctpaumm cobbitum komnnekca 3awntbl ot HCL "Akkopa”. >KypHan
oTobpaxaetca B Buae Tabnuubl. Kaxpgas cTpoka Tabnuubl COOTBETCTBYET OLHOMY
coObITUIO, 3apEerMcTpMpPoOBaHHOMY B XXypHare.

XypHan coaepxuT crneayoLlyto MHopMaLuio:
e [aTa v TOYHOe BpeMsi permcrpaumm cobbiTus;
e [eTanbHOCTb XXypHana, yCTaHOBIEHHas HA MOMEHT permcTpaumm cobbiTus;
e Mg paboyein cTaHUmu;
e TWN onepaumu - B Tabnuue BbIBOAUTCA KpaTkas abbpesunatypa;

e 06bekT gocTyna - B Tabnuue BbIBOAUTCS MONHOE HauMMeHoBaHWe oGbekTa AocTyna.
O6bekTom gocTyna MoXeT OblTb paiin, katanor, AWCK, ycTponcTeo. Ecnu cobbitnem
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ABNSAETCA U3MEHEeHWe NpaB AoCTyna - B 3TOM fore oTobpaxatoTca oGHoBMneHHble MpaBa
gocTyna.

* PesynbTaT cobbiTA. Mpn NONOXMTENBHOM 3aBepLUueHmn cobbiTna pesynbeTaT - "OK", npu
oTpuUaTeNnbHOM - PerucTpupyeTcs HecaHKUMOHWpoBaHHbIM goctyn (HCO) vnu owunbka
aocrtyna (B criyqyae HapyLlleHWsi LenoCcTHOCTU cooblaetcst 06 n3MeHeHUM napameTpoB
KOHTpOns).

* Wmsa Tpouecca - nporpamma, OCYLLECTBRAKOWAA [OCTYN K OOBEKTY B MOMEHT
pernctpaumm cobbitva. [Ons yanobctBa npocMoTpa U aHanumsa MHAOPMaLUM MOXKHO
BbINONHATL (PMMbTPaLUo MO OOHOMY MIM HECKOMBbKUM nonsiM Tabnuubl. B MNpunoxeHnn
2 NpuBEAEH CMpPaBOYHUK, KOTOPbLIA COAEPXKUT KaK KpaTkoe, Tak 1 NMoSIHOe HauMeHOBaHue
onepauun, permcTpupyemMbix NogCMCTEMON perncTpauum.

2.6. TpeboeaHue yenocmHocmu kommnsekca cpedcme 3awumsi (KC3)

B CBT pomxHbl ObiTb NpeaycMOTPEeHbl CPeAcTBa MEPUOLMYECKOrO KOHTPONsa 3a
LEeNTOCTHOCTbLI0 NporpaMMHon 1 mHdopmauuoHHon Yactu KC3. Mporpammbl KC3 gomkHbI
BbINOSTHATLCA B OTAENbHOW YacTh onepaTMBHON NaMATH.

O6cyxdeHue

OOblYHO ANA KOHTPONSA LENOCTHOCTU WCNONb3YeTCA BbIYMCIIEHWE KOHTPOSbHOW
CyMMbI. BbluMcneHHOe 3HayYeHMe CpaBHUBAETCS C ITANOHHbIM, WU pe3ynbTaT CpaBHEHWUS
NO3BONSAET CYyAUTb O COCTOSIHUM MpOrpamMm M AaHHbIX - OCTanUCb NN OHU HEU3MEHHbIMWU,
ObINMn NN HecaHKUMoHMpoBaHHbIe Moandurkauun. Kasanocb Gbl - BCce HOpMarnbHO, HO BOT
6ena - kak y6eanTbCca B LLENOCTHOCTW nNpoueayp KoHTponsa? Beab MoxHO moandmumpoBaTtb
N npouenypy pacyeta KOHTPOSbHbIX CyMM, U Mpouenypy KOHTPOMNs npoueaypbl pacdeTta
KOHTPOSbHbIX CyMM W T.4. KaxeTcs, 4TO Bbixoga M3 3TOr0 Kpyra HET - HEBO3MOXHO
obecneynTb LENOCTHOCTb MPOrpamMMHbIX CPeACTB 3a CYET APYrMx NporpaMMHbIX CPeacTs,
KaKk HEBO3MOXHO BbITalWMTb camoro cebs 3a Bonocbl M3 6onota (HO nonbiTkn GbinNn, a B
obnactn mHdopMaLMoHHOW Ge3onacHOCTM OHWM MpogorkawTca u o cux nop). C aton
HESICHOCTbIO MOXHO MOKOHYUTb TOMbKO OOAHUM CMOCOBOM - BbIHECTWU NpoLeaypbl KOHTPONS
3a npegenbl KOMMbiOTEpa, T.e. BbINOMHATbL MX annapatHo (UM C  UCMNONb30BaHWEM
annapaTHbIX CpeacTB).

Ewe ogHa npobnema - 3TO KayecTBO caMux npoueayp KOHTpons. PaccmoTtpum
crneyrownin criydan - Ans KOHTPOSs NPUMEHSAETCH KOHTPOoNbHas CyMMa, Bbluucnsemasi rno
anroputmy CRC (MMeHHO Tak 06bI4HO 1 npoucxoauT). na HarnagHoCTU NPeanonoXuM, YTo
ncnonsdyetca CRC-3 (pearnbHo, ectecTBeHHO, ucrnonb3dyetca o CRC-8 o CRC-32, Ho
YCIOXHEHNe Mpu 3TOM HOCUT YUCTO TexHuyeckuh xapaktep). Ona CRC-3 konuyecTtBo
3Ha4yeHun - 8 (o1 0 go 7). donycTum, KOHTPOMbHAasi Cymma UCXOAHOro (npaeBunbHoro) Habopa
AokyMeHToB C1=3. K aTOMy nakeTy 3MOoyMbILLNEHHNK 406aBnseT ewwe HECKOMNbKO, Takux, YTo
NX KOHTponbHasa cymma C2=2. Takum obpa3om, KOHTpONbHaaA cymma MoauuumpoBaHHOIo
nakeTa gokymeHtoB Cm=(C1l + C2)mod8 = 5. Tenepb ansa Toro, 4tobbl 3Ta MOAUUKaLMSA
He Bbina obHapyxeHa, 3NOyMbILUNEHHWUK BNOMHE MOXET K yXXe MOAUMULMPOBAHHOMY NakeTy
[obaBnTb elle HEeCKONbKO [AOKYMEHTOB, TaKuMX, YTO WX KOHTponbHaa cymma C3=6.
KoHTponbHasa cymma moamnduumnpoBaHHoro naketa craHosmutcd Cm=(C1 + C2 + C3)mod8 =
(3+ 2+ 6)mod8 = 3, T.e. Cm = C1, n mogndukaumsa He byaet 3ameveHa KOHTPOSbHbIMU
npouenypamu. B obwem cnyyae, goctaTtoyHO nogobpaTtb Takon nakeT, Ans kotoporo (C2 +
C3)mod8 = 0, u uHdOpMaUMOHHaAs aTaka MoxeT ObiTb ycrnewHon. O6LWMN UCTOYHUK
BO3MOXHOCTM TakKMx atak COCTOMT B TOM, YTO 3HaYeHWUs MPUMEHSAEMbIX anropuTMOB
BbIYUCINEHNSI KOHTPOSIbHBLIX CYyMM pacrpeferieHbl paBHOMEPHO (MNU MPOCTO WM3BECTHLIM
obpazom). COOTBETCTBEHHO, XOPOLLEN 3aUTON MOXET CIYXXUTb NPUMEHEHNE anropuTMOB C
CYLLIECTBEHHO HEMNWHENHbLIM pacnpeneneHnem 3Ha4yeHnin.

Peanu3auyus
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KoHTponb UEnocTHOCTM B KOMMMekce «AKKOpO». BbINOMHSAETCA Ccreaylowmnm
obpasom.

LlenocTHOCTb camon KOHTPOSbHOM Mpoueaypbl o6ecrnedmBaeTca TeM, YTO XPaHUTCS
OHa He Ha gucke, a B OHI1 koHTponnepa komnnekca C3M HCL "Axkkopa-AMA3", 6yayun tem
cambIM 3aLuuileHa oT moaudukauun. Npu HopmanbHOM OCyLLEeCTBNEHUN npoLeayp 3awmThbl
oT HC[ (naeHTndurKaumm n ayteHTudmKaumnm) Konms KOHTPOSbHbBIX npoueayp nomellaercs
B cneumnanbHO OTBeAeHHyto obnacte O3Y u 3aTem 3anyckaetcsa Ha ucnonHexHue. NHTepec
NpeacTaBnsieT 1 cneayloLwmin Bonpoc. B peanbHbIX yCnoBuax HEOOX0ANMO KOHTPONMpOBaTb
LEernoCTHOCTb MHOrMX panoB. ECTECTBEHHO, 4YTO XpaHUTb aTafoHHble 3HaYeHUd
KOHTPOSbHbIX CYyMM [f11 BCEX HMX Ha BHELWHEM HocuTene C OrpaHnyYyeHHbIM 06bEeMOM
namsT HEBO3MOXHO.

B komnnekce «AKKOpﬂ». NnpUMeEHAETCA cnep,yrow,vlﬁ MEeXaHU3M:

1. KOoHTponb LenoCcTHOCTM CMCTEMHbIX obnacTten aucka, dannos OC n npuknagHoro
MO, pasgenoB peectpa Windows ocyLecTBNSETCA Ha annapaTtHOM YPOBHE KOHTPOSePOM
«Akkopa AMO3» go 3arpysku OC.

2. Ecnn npouenypa koHTpons u3 n. 1 BbiNofHEHa ycnewHo, TO B MOMEHT 3anycka
noacucTeMbl pasrpaHNyeHns [OocTyna MOXeT BbINONHATLCA KOHTPOSib  LEeNOCTHOCTU
dannos, No NHAnBMAYanbHOMY CMUCKY KaXkgoro norib3oBatens. Ha gucke xpaHutca dain,
cogepxalmin nepevyeHb KOHTpONMpyemblX hansioB N 3TanoHHble 3HAYEHUA KOHTPOSbHbIX
cyMmMm. Mo 3TMM faHHbLIM onpefenaeTcs LenoCTHOCTb KaXaoro KOHKpeTHOro ganna.

3. Ll,eJ'IOCTHOCTb Xe CaMoro 3T1oro (baVlna Ha Oucke obecneymBaeTcsi TeM, 4YTO
JTalloHHOE 3Ha4YeHune ero KOHTpOJ'IbHOI7I CYyMMbI BbI4UCNAETCA C UCNOJIb3OBAHMEM KITHO4a,
KOTOprI7I XpaHUTCA B I/I,EI,GHTVI(*)I/IKaTOpe nonb3oBartend. OTOT KoY reHepupyeTtcada npu
perncrtpaunmn Mﬂ,eHTM(bMKaTOpa C uncnosmnb3oBaHMeM Oartyuka CJ'Iy‘-IaI7IHbIX vyucen,
YCTaHOBNIEHHOro Ha nrnate KOHTpomnnepa, 1 And KaXgoro nofib3oBaTtenda 4dBldeTcd
YHUKAlTbHbIM.

B komnnekce «AkkopO». NPegyCMOTPEH AUHAMUYECKUIA KOHTPONb LIENIOCTHOCTU
UCNOMHSIEMbIX MoZynen (3agadv). ATOT KOHTPOSb BbLIMOSHAETCS MPU  KaXZoM  3arnycke
MoAaynsi, He3aBMCUMO OT TOro, BbIMOSHSIETCS N 3Ta onepauusi nonb3osatenem, unu OC.
Mpwn HecoBnageHun BblumcneHHon KC ¢ aTanoHHbIM 3Ha4YeHWEM BrokupyeTcs 3anyck Takoro
Moaynsi.

[lononHUTeNbLHO B KOMMMEKce NPeayCMOTPeH AUHAMUYECKUIN KOHTPOSb LIeNOCTHOCTM
COOCTBEHHO  MOHWTOpA  pasrpaHuMyeHust [ocTyna. OTOT  KOHTPOSb  BbIMOSHSIETCS
nepvoanyeckn n obecrieynBaeT OOMOMHUTENbHbIA YPOBEHb 3alUWTbl OT CryYaWHbIX MK
npeaHamMepeHHbIX NOKyLLIeHWI Ha oTknoYeHne C3U.

B pasgene 2.13. "TpeboBaHuss K knaccy 3awwmuweHHoctTn 1B" Pykosopgsuiero
AokymeHTa Noctexkommncenn Poccuun, 1998 - "ABTOMATU3NPOBaHHbLIE CUCTEMBI. 3allimUTa OT
HecaHKLUMOHMPOBaHHOIO AoCcTyna K WHgopmauum. Knaccudukauna aBToMaTU3MPOBaHHbIX
cucteM u TpeboBaHMs MO 3awmuTe MHGopMauun"' NnpuBedeHo TpeboBaHME O TECTUPOBAHUU
dyHKkumn C3MN HCL, a MMeHHO: "A0MKHO NPOBOANTLCS NEPUOAMNYECKOE TECTUPOBAHNE BCEX
dpyHKkumn C31 HC[I ¢ nomoLpbto cneumanbHbIX NPOrpaMMHbIX CPEACTB HE pexe O4HOro pasa
B roa”.

Mopsagok Takoro TECTMpOBaHWUA onpeaensdeTcss nfaHoM 3alinTbl U BbIMOMHAETCA C
NMOMOLLIbIO Crneumann3mpoBaHHbIX NPOrpaMMHbIX CPeaCcTB HENOCPEACTBEHHO Ha TEXHUYECKMX
cpeactBax AC. TeM He MeHee, eCTb OAMH MPUHUUNUAINbLHO BaXHbIM anemeHT C3M HCL,
TEeCTMpOBaHME KOTOPOro crnefyeT OCyLecTBNATh Ha CneLmanm3mpoBaHHbIX paboymx MmecTax.
Taknum aneMeHTOM ABNATCA NporpaMmmel cuctemHon BIOS u paclumpenun BIOS.

[dencTButenbHo, Kak Obino Mnoka3aHO Bbllwe, HagexHas 3awuta ot HC[
obecrne4ynBaeTca co3gaHMeM W30MMpoBaHHOM nporpammHon cpeabl  (UMC), npuyem
nopaepxaHne WMNC BO3MOXHO TOMbKO MpM MCMOMb30BaHUM MOLLAroBOro anroputma
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KOHTPOJIA UEJTOCTHOCTH, KOTOprI7I, B CBOKO oO4epedb, OTTallkuBaeTtCcA OT HEKOTOpOoro
Ha4valnbHOIo COCTOAHUA CUCTEMBbI, NMPU KOTOPOM LEJIOCTHOCTb WUCMNOJIb3yeMblX Ha OaHHOM
aTane KOMMOHEHT 33(*)VIKCI/IpOBaHa.

Ona CBT tmna IBM PC Ha nepBOM 3Tane 3arpy3kum WUCMOMHAETCA nporpamma
cuctemHoro BIOS. VMimMeHHO aTa nporpamma onpefensieT npouenypbl YTEHUA pearnbHbIX
JaHHbIX AN cneayroLero atana.

LlenocTHoCTb nporpammHbix cpeactB BIOS Heobxogumo obecneuntb. B gaHHbIX
ycrnoBusix aTo TpeboBaHWe crneayeT BbIMOMHATL 3@ CYET MPUMEHEHUSI OpraHM3aLMOHHbIX
Mep.

2.7. TpeboeaHue o4yucmku namsimu.

lMpn nepBoHa4YanbHOM Ha3HaYeHUN UK NpPU NepepacnpeneneHnn BHeLWHEN NamaTm
KC3 pomxkeH npepoTBpawiaTe AOCTYN CyOBLEKTY K ocTaTouyHON MHopmaumn. KC3 gormkeH
OCYLLECTBIATb OYMCTKY ONepaTUBHOMN M BHELWHEN namATh. O4ncTka AOMKHA NPOU3BOaNTLCA
nyTemMm 3anucu  Mackupylouwen uHgopmMauum B NamMsaTb Npu  ee  0CBOOOXAEHUU
(nepepacnpeneneHun).

O6cyxdeHue

Ecnn ¢ BHelwHen namsaTbi0 BCe SICHO, TO C OMepaTMBHOM ecTb npobnembl. B
yacTHocTh - cpeacteamm DOS Onok namMsiTM BblaensdeTcs 3agade, U cama 3agada CBOMMMU
cpeactBaMum MOXeET 3axBaTbiBaTb 6noku namatu. lMpu peanusaumm (OYHKUMA OYUCTKM
namMsaTU BaXXHO o4uLLIaTh Kak To, Tak 1 gpyroe.

Peanu3auus

B komnnekce «AKKopa». OCyLWeCTBNSEeTCs nepexsat QYHKUUA 0CBOBOXAEHMUS
namMmsiTm N 3aBeplUeHns 3agayvn. IMEeHHO npu 3TOM M BLINOMHAETCS OYMCTKa onepaTUBHOM
namatn (ocsoboxgaemoro 6noka). OuncTka BHELIHEW NaMATU Ha JOKanbHbIX U CETEBbIX
ANCKax BbIMOMHAETCA OMLUUOHHO.

CooTtBeTcTBYylOWaa onumsa "Yucno npoxomoB npu yaaneHuu" - KONMU4YEeCTBO
NpoxofoB Cry4YanHOW nocnefoBaTeflbHOCTM MO CoAepXMMOMY dharna Ha gucke npu ero
yoaneHun, yctaHaBnveaeTcs agMmuHucTpaTtopom bW npu cosgarHum MNP nonb3oBateng.

ONUUOHHBIA MEXaHU3M MPUMEHEH B CBSA3M C TEM, YTO OYUCTKA BHELUHEeW NamsaTu
TpebyeT onpenerneHHbIX BPEMEHHbIX 3aTpaT, KOoTopble He Bcerga (Mcxoast M3 3Ha4YMMOCTU
3aluLLaeMbIX PecypcoB) ornpaBaaHbl.

ATpubyTbl  yCTaHaBnMBalTCA C nomowbtko pegaktopa [MPO k CBT w
MHOpMaLmMoHHbIM pecypcam AC. Pepaktop onucaH B AOKyYMeHTe "YCTaHOBKa npaBwun
pasrpaHu4eHusa goctyna. lNMporpamma ACED32." (11443195.4012-037 97).

3 HEKOTOPbLIE OCOEEHHOCTU AENCTBUSA ATPUBYTOB U
NnoaroToBKU NePa

Yacto nepef, HOopManbHOW MOMbITKOW OTKPbITb CYLLECTBYIOLWMIA hans nporpaMmmebl
BbIMOMHSAT MPOCMOTP CcoaepXumoro katanora. B atom cnyvae, ecnu atpubyt "V" He
ycTaHoBneH, yHkunn FindFirst u FindNext Bo3spataT pesynbTaT "owmnbdka". B HekoTopbIx
cnyyasx (Npyv HEKOPPEKTHOW YCTaHOBKE aTpMOyTOB) 3TO MOXET ObITb MCTOYHMKOM KOSTFN3NIA.

OtmeTum, 4to BCce aTpubyTbl, Kpome aTpmbyta "G", OTHOCATCA K COOEPXMMOMY
katanora. ATpmbyT "G" oTHOCUTCH K COGCTBEHHO KaTarnory.

lMpn HanucaHuMn NporpaMM XOpOLUMM TOHOM CYMTaeTcd, Korga nporpamma cosgaet
"BpeMeHHbIe" hannibl B Katanore, MMs KOTOPOro XPaHUTCA B MNEPEMEHHON OKPYXEHUSN
TEMP. Hanpumep, OC Windows n Bce nporpammbl gna Windows dupmbl Microsoft
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BHayane nbITalOTCA HaWTU MNepemMeHHyl okpyxeHus TEMP, u npu ycnexe ucnonbsyoT
JaHHbIN KaTanor Ans pasMeLleHns NMPOMEXYTOYHbIX OaHHbIX. [pumMeHuTensHO K "Akkopa”
MOXHO pekoMeHOoBaTb crnefytowee: Ecnn y Bac 3agaHa nepemeHHas okpyxeHuss TEMP, To
AOCTYyN K 3TOMY KaTarnory 4oSbkeH ObiTb MakCMManbHO MOSHbIM (CreayeT UCKMIoYMTb NnLLb
aTpmbyTt "X"- 3anyck nporpamm).

OToenbHO CTOMT paccMmoTpeTb NpumeHeHne atpubyta "O". BegeHue aToro
aTpubyTa CBA3aHO C TeM, YTO psA4 NPOrpaMm OTKPbIBAKOT palsi Ha YTEHME U 3anucb, XOTH
peanbHO UCMOMb3YT TOSLKO onepauun YTeHus. B aToM criydyae nonb3osaTento npuxoamTca
paspelwatb [paBa gocTyna n Ha YTeHue, U Ha 3anucbh, YTO NOTEHLUUAITbHO MOXET CIYXUTb
MCTOYHMKOM WH(POPMALMOHHbIX Yyrpo3. YTobbl n36aBUTbCS OT 3TOM OMNACHOCTU, MOXHO
"pasHecTn" gaHHble NO cneumanbHbIM Katanoram. OTO BMOSHE BO3MOXHbIA NyTb, OOHaKO,
ero npumMeHeHue NpuBOAUT K yCnoxHeHuto “lNnaHa 3awmTbl” 1 yBENUYEHUIO KonMyecTBa
katanoroB. BeegeHHbin B C3U "Akkopa" atpmbyt "O" no3BonseT pewuTb 3agady apyrum
MEeTOAOM, a UMEHHO: aTpubyT "O" nogmeHseT (onsa 3agadn) atpubyT "R" Ha COBOKYNHOCTb
aTpubytoB "R" n "W". lNpn 3TOM onepaumsi OTKpbITUA parina npoxoguT HOpMasnbHO, a
nonbITKa 3anucu B 3TOT dhann knaccudpumumpyetcs kak HCL. PeweHve o npumeHeHun ans
onucanuna MNP nonb3oBatenen atpmbyta "O" npuHumMaeTca agMmuHucTpatopom bW B Tom
cnydae, korga davin no nnaHy 3awnTbl A0MKEH ObiTb 4OCTYNEH NOMb30BATENO TOMNbKO ANd
4YTeHus, a NpuMeHsieMasn ana o6paboTkM AaHHbLIX NporpamMmMa MbliTaeTCa OTKPbITb ATOT hann
M Ha YTEeHWe, N Ha 3anucb. AHanNU3 cuUTyaumm MOXET ObiTb BBLINOSMIHEH NMyTEM WU3y4eHus
XXypHana npv TecTMpoBaHuM NporpaMmMHOro obecneveHms, NaHMpyemMoro Ansi BKIOYEHWS B
cocTtaB nporpaMmmHbix cpeacTts AC.

HekoTopble pepakTtopbl TekcToB (B 4acTtHocTw, Microsoft Word n “JlekcukoH")
COXPaHAT NpU pefakTUpoBaHUU WHGOpMaUMo B dannax, MMa KOTOporo oTnuyaetcs oT
UMeHU pedakTupyemoro panna (ykasaHHble pefakTopbl 3aMEHSIOT NepPBbIN CUMBON MUMEHN
Ha cMMBON "TUnbAa" - BONHUCTaA NUHKUA). Ecnn HET BO3MOXHOCTU HE MUCMNONb30BaTb Takue
pefakTopbl, TO HeobxooumMO N0 - KparvHem wmepe npocneamtb, 4YTOObl 3T  hannbl
ocTaBanucb HeJOCTYMNHbLIMU AN4 NoNb3oBaTenen, He UMEKLLMX Ha 3TO NOSTHOMOYUIA.

O6paTtute BHMMaHue Ha OOCTaBKy MHOpMaLuM B BUAE UCNONHAEMoro damnna - He
BaXXHO, B KakoM BuAe OCYLUEeCTBMSETCH [OCTaBka - MO CETU, C NOMOLLbI OTYYXOaemMoro
Hocutens u ap. O4yeHb 4acTO MMEHHO Takom cnocob ucnonb3yeTca AN BHEAPEeHUs
NporpamMMHbIX 3aKnagok, U 04eHb YacTo MOKYLLIEHUS TaKoro pofa OKasblBalTCs YCNeLLHbIMU.
BapuaHT BO3OencTBUS, BbiBEALWUA U3 CTPOA He oaHy BBS - nockbifika apxXuBmMpoOBaHHOrO
danna, cogepxallero Heckonoko Gb Hynmen. B apxusupoBaHHOM Buae Takon pawnn
3aHMMaeT BeCbMa HEMHOro MecTa, a NpWu packpbiTUM O4YeHb ObICTPO 3aHUMMaeT Bce
NPOCTPaHCTBO AncKa.

[na Toro, 4yToGbl N3GexaTb HEMPUSTHOCTEN TAKOro POAa, HY)XHO 3anpellaTb 3anyck
3a[lay 13 BCeX KaTarnoroe, KpOMe TeX, B KOTOPbIX XpaHATCS NpoBepeHHble moaynu. Crneayet
Takke obpaTUTb BHUMaHWE Ha MCNOMb30BaHUE OTYY)XKAAEMbIX HOCUTENEN - Kak B MnaHe
paspelleHnst Ha Ucnonb3oBaHue (4aneko He KakaoMy Nonb3oBaTento 3To Heo6XoaMMO), Tak
M B NfiaHe perucTpauum u yyeta.

4 TMPWUMEPBI NPQ ONA TUNOBbIX CUTYALUN PA3rPAHUYEHUSA
AOOCTYNA

BHUMAHMUE!

Mpaeuna pasrpaHnyenmns goctyna (MPL), npuBeaeHHbIE B HACTOALLIEM PYKOBOACTBE — 3TO
NWLWb NpUMeEpPbl NCNONb30BaHNUS aTpubyToB AOCTYNa, @ He ONUCaHNe MOMUTUKN
©e3onacHocTU. B kaxxaom KOHKpeTHOM crydae agMmuHucTpaTtop bU gormkeH onncoiBatb
peanbHble pecypcbl AC (CBT)
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Byﬂ,eM cymnTaTb, 4YTO (*)VI3I/I‘-IGCKI/II7I ONCK Ha KOMIMblOTEPE p336I/IT Ha ABa JNOrnm4ecknx
aucka. Kak Ha aucke C,TakmHa D pas3MeLlleHbl KaTarnorn, OoCTtyn K KOTOPpbIM MOIyT UMETb
pa3Hble Nosib3oBaTeENn. npOFpaMMHble cpeactea B OCHOBHOM pa3MeLleHbl Ha C.

4.1 Mpumep 1. Cyb6bekmy pa3peweHo pabomamb 8 Kamasioze
C:\DOC .

B atom cnyyae MNP onga nonb3oBaTens OOMKHbI cogepxaTtb crieaylowmn nepevyeHb
aTpubyTOB:

MpaBa goctyna

C:\ R V GXS]
C:\ACCORD.X64\ R V.  GX0]
C:\DOC\ [RWCDNVMEGX 0]
C:\TEMP\ [RWCDNVMEG 0]

lMosicHeHuA: npu aTtoM Becb Anck C:\ goCTyneH TOnMbKO ANs YTeHus, B Katarnore
C:\ACCORD.X64\ paspelleHO uTeHWe aunrnoB u 3anyck nporpamm, katanor C:ADOC\
poctyneH nonHoctelo. K katanory ...\TEMP\ cnegyeT Bcerga 3agaBaTb MOMHbLIM JOCTYr, 3a
UCKMIOYEeHneM, pas3Be 4TO, 3arycka nporpamm - 4acTo OH TpebyeTca Ons pasmelleHus
BPEMEHHbIX pannoB npuknagHelx 3agad. dannbl AUTOEXEC.BAT u CONFIG.SYS
MOMHOCTLIO HEOOCTYNHbI (“CKpbITLIE” dannbl).

4.2 lMpumep 2. lNonb30eamesito Ha ducke 6yO0ym euOHbI U OOCMYMHbI
MOJILKO sI8HO OnucaHHbIe Kamarsozau.

MpaBa goctyna

C:\ [RWCDNVMEGX 0]
C:\ACCORD.X64\ R V.  GX0]
C:\DOC\ [RWCDNVMEGX 0]
C:\NORTON\ [RWC VME XO0]
C:\TEMP\ [RWCDNVMEG  S]

Katanor C:\NORTON\ onucaH, Tak Kak u3 Hero 3anyckaroTcs 3agaqv — Mo KpamHeun
mepe, NC.EXE, HO B HeMm 3anpelleHo yaaneHue u nepeumMeHoBaHue ¢annoB. KopHesom
Katanor onucaH ©6e3 HacnepoBaHus npae pJgoctyna. mMeHHo Takon Bapwadnt [P
npeaocTasnseT nonb3oBaTento AOCTYN TOMbKO K IBHO OMUCaHHbLIM Katanoram v dannam —
ocCTarnbHble pecypcbl He4OCTYMHbI U HEBUAMMBI U3 MOObLIX hannoBbiX 060M0YEK.

O6paTtnte BHMMaHME - NpU TakMx atpubytax BMAHbI M AOCTYMHbI  dbainbl,
pasMellleHHble B KOpHeBOM kaTtarnore aucka C:. Onsa Toro, 4tobbl 3TM dpainbl Gbinu
HeOOoCTYMHbI NONb30BaTerNo, U3 ONUCAHMS KOPHEBOIO KaTanora Hy>KHO yaanutb aTpuoyT "V".

OpHako TakoW BapuaHT Henpuvemnem npu pabote ¢ Windows, T.k. AaHHas
onepaLMoHHasi cuctema Npou3BOANT YTEHME U 3aMUCh HECKONbKUX (PanoB, pasmeLLeHHbIX
B KOPHEBOM kaTarore. BoT npumep onucaHusi npas gocTyna ans pabotsl ¢ Windows.

MpaBa goctyna

C:\ [RWC VMEGX 0]
C:\ACCORD.X64\ R V.  GX0]
C:\DOC\ [RWCDNVMEGX 0]
C:\NORTON\ [RWC VME XO0]
C:\PROGRAM FILES\ [RWC VME XS]
C:\RECYCLED\ [RWC VME XS]
C:\TEMP\ [RWCDNVMEG  S]
C:\WINDOWS\ [RWCDNVMEG X S]

Bot Tenepb Mbl MOJTy4YUIin 1O, YTO XOTEIN.
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4.3 lMpumep 3. Pa3peweHo pabomamb mosbKoO ¢ ¢haliziaMu U moJslbKO
8 8bl0eJsIeHHOM Kamadsioze.

B aTtom Ccnydae nonb3oBaTersito Heobxoanmo 3anpeTnTb 3anyck 3afgad, co3gaHune un
yaaneHue nogKkartarnoros.

MpaBa goctyna

c:\ [RWC VMEGX 0]
C:\ACCORD.X64\ R V. GXO0]
C:\DOC\ [RWCDNV G 0]
C:\NORTON\ [RWC VME XO0]
C:\TEMP\ [RWCDNVME G = S]

Tenepb MOXHO BepHyTbcs K Mpumepy 1, n ybeamTbes, YTo co3aaTb KaTtanor MOXHO,
HO YBUAETb UX, NepenTn K HUM 1 BoobLLe paboTaTb ¢ HUMKM ByaeT TpyAHOBATO - NO KpanHewn
Mepe [0 Tex Mnop, noka agMmuHucTpaTop BU He ycTaHOBMT BHOBb CO3[aHHLIM KaTanoram
Heobxoaumble aTpubyThl.

4.4 lMpumep 4. NMpumeHeHue ampubymoe Hacsiedo8aHuUsl.

EcTtb n 6onee npocton cnocob - yCTaHOBUTb AS1S pa3peLUeHHOro katanora atpuoyT
HacnegoBaHWsa nNpas A4OCTyNa.

MpaBa goctyna

C:\ [RWC  VMEGX 0]
C:\ACCORD.X64\ R V. GXO0]
C:\DOC\ [RWCDNVMEG  S]
C:\NORTON\ [RWC VME X O]
C:\TEMP\ [RWCDNVMEG  S]

Tenepb ¢ nogkaTanoramm npobnem bbiTb HE AOIMKHO.

4.5 lMpumep 5. To xe, HO Nonb308amesio Heslb3s1 yoansimb halsbl.

MpaBa goctyna

C:\ [RWC  VMEGX 0]
C:\ACCORD.X64\ R V. GXO0]
C:\DOC\ [RWC NVMEG S]
C:\NORTON\ [RWC VME X O]
C:\TEMP\ [RWCDNVMEG  S]

AHanornyHsiM o6pa3omM MOXHO NPOBEpPUTL AeNCTBUE OPYrUX aTPpUBYTOB M CoMEeTaHUM
aTpubyToB. OTOT SKCMEPUMMEHT HaBepHsika HaBedeT Ha Mbiciu o6  onTumarnbHOM
NPUMEHEHUN pasrpaHnyeHus goctyna B Bawen cutyaumm.

4.6 lMpumep 6. Y nonb3oeamensi NosiHbIU docmyn K Qupekmopuu Ha
ducke D:

OcHoBHble napameTpsbl
UaeHTudumkatop:G2

MpaBa agmuHucTpaTtopa: Het
HeTanbHOCTb XypHana: Huskas

MpaBa goctyna
C:\ [RWC VMEGX 0]
C:\ACCORD.X64\ [R vV  GXO0]
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C:\NORTON\ [RWC VME XQ(]
CATEMP\ [RWCDNVMEG S]
D:\ [RW MEG 0]
D:\HHH\ [RWCDNVMEGX S]
4.7 lMpumep 7. KoHghudeHyuanbHoe denonpou3zeoocmeo.

O6blMHO  3apaya  KOHMAEHUManbHOro  Aenonpous3BoacTBa  CTaBUTCA  Tak.
lMonb3oBaTernto NOpy4YeHO UCMOSTHUTL AOKYMEHT, B35IB UCXOAHbIE MaTepuarnsl U3 yKa3aHHOW
eMy AWpEeKTopuu, U nepefatb roToBbIM AOKYMEHT B OPYryl0 YKasaHHY0 eMy ANPEKTOPUIO.
OTO 03HavaeT, YTO Mbl JOIDKHbI ONpeaAenuTb Ans nonb3oBaTens pa3nuyHble MNpaBa goctyna
K AavpektopusM. Tak, U3 OOHOW OMPEKTOpUM MOorib3oBaTeflb MOXET TOMbKO KOMMpoBaTb
dannbl (M, eCTeCTBEHHO, 03HAKOMUTLCA C HMMMU), HO HE MOXET HW pefakTupoBaTb WX, HU
yaansate. B pgpyron ("cBoen") Oupektopum OH MoxeT obpabaTtbiBaTb [OKYMeHTbl 6e3
OrpaHvyYeHnin, a B TPETbIO AMPEKTOPUIO MOXET TOMbKO 3anucbiBaTb rOTOBbIE MaTepuansi.

lMycTe ANs vcrnonHeHua OoKymeHTa BblgeneH katanor ..\HHH\, a nonb3oBaterns c
pasHbIMKM MpaBamMu MOXET wucnonb3oBatb nogkatanorm Al1,A2 u A3. 3OTta 3agaya
peanuayeTtcs cnegylownumm atpubytamu.

OcHoBHble napameTpsbl
UpeHTudumkatop:G2

MpaBa agmuHucTpaTtopa: Het
HeTanbHOCTb XypHana: Huskas

MpaBa gocTyna

C:\ [RWC  VMEGX 0]
C:\ACCORD.X64\ R V. GX0]
C:\NORTON\ [RWC VME X O]
C:\TEMP\ [RWCDNVMEG  S]
D:\ [RW MEG 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ R V. G 0]
D:\HHH\A2) [RWCDNVMEG  S]
D:\HHH\A3\ [WC V G 0

M3 aToro npumepa SACHO, 4YTO nepen BKIAHOYEHMEM HEKOTOPOro MporpaMmMHoOro
cpefctea B nepeveHb MUCMNONb3yeMblX B CUCTEME pasrpaHUYeHusa [0CTyna, HYXXHO ero
0CODEHHOCTN M3y4nTb. WM3ydeHne MOXET OCHOBbIBATbCS HA MCMOMb30BaHUU BbICOKOrO
YPOBHS AeTarnbHOCTM XypHana v aHanuse pesynbTaTtoB. [locne Toro, Kak CTaHeT fACHO,
Kakme pecypcbl TpebyeT TO MM MHOE MporpammMHOe CpeacTBO, HEOOXOAMMO Ha OCHOBE
aHanmsa BbIFBUTb, UMEITCH M BO3MOXHOCTW AN HapyweHusa MNMPO 1 MoXHO nv co3gaTtb
Takune MNP, kotopble obecneyvat Tpebyembii ypoBeHb 6e3onacHOCTM MHpopmaumn. TonbKo
BCrea 3a 3TUM agMuHuctpatop B MoXeT npuHATL pelleHMe 0 BO3MOXHOCTU MPUMEHEHNS
TeX unM wuHbIX cpeactB. HekoTopble pekomeHgauun no dopmuposarHuio MPO  npu
Mcnonb3oBaHMM Haubonee pacnpoCTPaHEHHbIX MpPOrpaMMHbIX  cpeacTtB  06paboTku
WMHOopMaL MK NpuBeaeHbl B COOTBETCTBYIOLLIEM pa3fene Huxe.

4.8 lMpumep 8. To e, ymo u 7, HO pa3peweH docmyn MOJIbKO K
KOpPHIO ducka A..

B aTom cny4yae atpnbyTbl MOryT GbITb TakKUMMU:
MpaBa goctyna
A\ [R vV G 0]
C:\ [RwC VMEGX 0]
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C:\ACCORD.X64\ [R vV  GXO0]
C:\NORTON\ [RWC VME XQ(]
CA\TEMP\ [RWCDNVMEG S]
D:\ [RW MEG O]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R vV G 0]
D:\HHH\A2\ [RWCDNVMEG S]
D:\HHH\A3\ [ WC VvV G 0]
4.9 lpumep 9. To xe, HO nonb3ogamesib MOXem 4Yumamb 6ce

¢halinbi, pasmMeuweHHbIe Ha A:.

OTO O3HayaeT, YTO Monb3oBaTeNnto AOMKHbI ObITb AOCTYNHbI BCE nogkartanoru, T.e.
HY>XHO YCTaHOBUTb aTpuByT HacnegosaHus “S”.

MpaBa goctyna

A\ R V G 9]
C:\ [RWC  VMEGX 0]
C:\ACCORD.X64\ R V. GXO0]
C:\NORTON\ [RWC  VME X 0]
C:\TEMP\ [RWCDNVMEG S]
D:\ [RWCDN MEG 0]
D:\HHH\ [G 0]

D:\HHH\A1\ [RV G 0]
D:\HHH\A2) [RWCDNVMEG S]
D:\HHH\A3\ [WC V G 0]

4.10 lMpumep 10. YemaHoeka ampubymoe ¢halisios.

Kak yxe oTMme4vanocb, OOMNOMHUTENbHO MOryT onpefdenatbca [lpaBa gocTtyna K
oTaenbHbIM ¢harinam - ¢ NpUopuUTETOM, Jaxe ecnu pann pacnosioxXeH B kaTanore, 4oCTyna
K KOTOpPOMY [daHHblA Monb3oBatenb He uMmeeT. PaccmoTpum 3agady, aHanornyHyro
npueeaeHHon B MNpumepe 9, HO C TEM OTNMYMEM, YTO UCXOOHLIA MaTepuan ansa UCNoNHEHNs
JokyMeHTa pacnosnoxeH B ¢harine C:\BOOK\BOOK.DOC.

3T0T mMmaTtepuan OoJmkeH ObITb OOCTyneH nonb3oBaTtersnto, HO Apyrne (*)aVIJ'IbI n3 TOro
Xe KaTtanora goJiKHbl ObITb HeOOCTYMHbI. B atom crny4yae anVI6yTbI MOryT ObITb TAKUMU:

MpaBa goctyna

A\ R V G S]
C:\ [RWC V MEGX 0]
C:\ACCORD.X64\ R V. GXO0]
C:\BOOK\BOOK.DOC [RWC V ]
C:\NORTON\ [RWC  VME X 0]
C:\TEMP\ [RWCDNVMEG S]
D:\ [RWCDN MEG 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ R V G 0]
D:\HHH\A2) [RWCDNVMEG S]
D:\HHH\A3\ [ WC V G 0]

B pesynbtate paboTbl MOHMTOpa pasrpaHUYeHns AO0CTyna, Mpu YCTAHOBMEHHbIX
Takum obpa3om aTpubyTtax, nonb3oBaTeNb HE CMOXET yBUAETb UCXOOHbIA hann (T.K. He
onucaH katanor BOOK), HO BMONHE MOXET CKONMpoBaTb €ro KomMaHOom copy
c:\book\book.doc d:\hhh\a2\c1\book.doc
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O6paTtute BHUMaHWe Ha Hanunyue atpubytoB W,C 1 V. OyHKLMK, COOTBETCTBYOLLNE
3TMM aTtpubyTam, UCMNOmNb3yKTCS BCTPOEHHOM KomaHgon DOS "COPY", u B 3TON CBA3MU
yCTaHoBKa MX aABnsetca obsasatenbHon. YTtobbl n3baBMTCA OT TaKMX HEOOQHO3HAYHOCTEWN,
BMecTO koMaHabl "COPY" nydlle ncrnonb3oBaTh cneumanbHO NoAroTOBIIEHHYIO MporpaMmy.
Ecnn Bbl ucnonesyete He command.com, a Apyron uHTepnpeTaTtop KOMaHOHOW CTPOKU, TO
nepedeHb atpmbyToB mMoxeT ObiTb Apyrum. Tak, ons NDOS gocratodHo aTtpubytoB R n 'V -
OH HanucaH KOppeKkTHeNn.

EcTecTBEeHHO, Ha aHanorMyHoM MNpUHLUUNE MOXHO MOCTPOUTbL U 3anuUCb B 3apaHee
onpeaeneHHbIn ainn.

411 Mpumep 11. YcmaHoeka ampubymoe Onisi 8bl0esIeHHbIX
npozpamm.

MpegoycmoTpeHa Takke BO3MOXHOCTb YCTAHOBKM paspelleHus Ha UCMNOoSIHeHue
3agadv, pasMeLleHHbIX B BblaeneHHoM dhanne - BblgeneHHblX 3agad. [lyctb Heobxogmmo
3anyctutb ytunuty TMTEST. [1na aToro yctaHoBMM criegytowime atpubyThbl:

MpaBa goctyna

A\ R V G S
C:\ [RWC  VMEGX 0]
C:\ACCORD.X64\ R V G 0]
C:\ACCORD.X6A\TMTEST.EXE | VX ]
C:\BOOK\BOOK.DOC [RWC V ]
C:\NORTON\ [RWC VME XO0]
C:\TEMP\ [RWCDNVMEG S]
D:\ [RWCDN MEG 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ R V G 0]
D:\HHH\A2) [RWCDNVMEGX S]
D:\HHH\A3\ [WC V G 0]

B paHHoM npumepe u3 kaTtanora C:\ACCORD.X64\ paspelueH 3anyck TOSMbKO
nporpammbl TMTEST.EXE.
O6paTtute BHUMaHue - kpome atpubyTta "X" Heobxoaumo ycTaHoBUTbL M "V". 3TO CBA3aHO C
ocobeHHOCTAMM 3anycka 3agad (pyHkums FindFirst).

4.12 lMpumep 12. 3anpem docmyna k ¢palinam.

MycTb nonb3oBatento A4 3anpelleH AOCTyn K dpaunam ¢ pacwmpeHnem .BAT u
.SYS, pasmeLleHHbIM B KOPHEBOM kaTanore ancka C:. B aTom cnydae MNP BbirnagaT Tak:

OcHoBHble napameTpsbl
UpeHTudpukartop: A4

MpaBa agmuHucTpaTtopa: Het
HeTanbHOCTb XypHana: Huskas
MpaBa goctyna

C:\ [RWC  VMEGX 0]
C:\ACCORD.X64\ R V. GXO0]
C:\*.BAT [ ]
C:\*.SYS [ ]
C:\DOC\ [RWC NVMEG S]
C:\NORTON\ [RWC VME X O]

CATEMP\ [RWCDNVMEG S]
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4.13 TMpumep 13. AHanu3 pecypcos.

Mepepn Tem, kak BkntounTb B AC HOBOE NporpamMmmMHoOe CpeacTBO, agMuHucTpatop b
OOJDKEeH M3Yy4nTb ero ocobeHHOCTM B 4acTM JocTyna K pecypcam. He ucknioveHo, 4To
TpebyeMble pecypcbl HE MO3BONAT MPUMEHATbL M3ydYaemble nporpaMmmbl B coctaBe AC, nnu,
BO3MOXHO, BO3HUKHET HEODX0AMMOCTb nepecMoTpeTh "naH 3awmTol”.

[na aHanusa pecypcoB LenecoobpasHo ycTaHOBUTbL B nporpamme "ACED32" gns
HEeKOTOpPOro nonb3oBaTensd BbICOKMA YPOBEHb OeTanbHOCTU XypHana W MOmfHbIA JOCTyn K
Katanoram u ¢parinam, NpoBeCcT ceaHc paboTbl C U3y4aeMbiM NPOrPaMMHbIM CPeACTBOM, a
3aTem nocpeacTtBoM nporpaMmmbl "LOGVIEW" n3yuntb Tpebyemble ans paboTbl nporpaMmmbl
pecypcbl. Heo6x0AMMO NOMHUTB, YTO 06BHEM XKYpPHANOB NPU BbICOKOM YPOBHE AEeTarbHOCTU
Oynet oveHb GonbliMM, M, B 3TOW CBA3W, CeaHC paboTbl OOMMKEH ObiTb HE CIULLIKOM
ONVHHBIM. - Jlyqwe, B cnydae HeobxoOuMOCTM, W3yYeHUe MNPOBECTU  HECKOSbKUMMU
HeGonbLWNMKN ceaHcaMMm.

4.14 lMpumep 14. Ucnonb3oeaHue ampubyma "O".

Myctb B coctaB AC BkNOYeHa HeKoTopas chneuvanuanpoBaHHas npouenypa
KonnpoBaHus MHOpPMaLnM mycopy.exe (eCTeCTBEHHO, 3TO TOMbKo npumep). MNMycTb, Takxke,
no MNMnaHy 3awuTbl Nonb3oBaTento AOCTYNHLI KaTanoru, kak B lNMpumepe 7. MNMonbiTaemca
BOCMOMb30BaTbCA 3TON NpoLEeAypOV NpU CNeayoLWmX yCTaHOBMNEHHbIX aTpnbyTax:
lMpaBa goctyna

C:\ [RWC VMEGX 0]
C:\ACCORD.X64\ R V.  GX0]
C:\NORTON\ [RWC  VME X 0]
C:\TEMP\ [RWCDNVMEG S]
D:\ [RWCDN MEG 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ R V G 0]

D:\HHH\A2) [RWCDNVMEG S]

D:\HHH\A3\ [WC V G 0

Bocnonb3yemca ana  konupoBaHus wumetowencs B AC nporpammon mycopy
d:\hhh\al\test.txt d:\hhh\a2\test.tst

Mpun atom BygeT BblAaHO coobLieHme 06 owmnbke - 0 HEBO3MOXHOCTM OTKPbITb chann.
M3meHum Tenepb aTpmbyThbl 4OCTYNa, @ UMEHHO B YacTu ONMCaHMA NpaB AOCTyNa K kaTanory
d:\hhh\al:

D:\HHH\A1\ [RV 0G 0]

Mpwv aTom npoueaypa GyaeT yCrewwHo BbINonHeHa.

Ona aHanusa npvBedemM Takke TEKCT MporpamMmbl Mycopy - Kak obGpasel, HemnpasWUnbHO
HanvMcaHHOW MporpamMMbl - BOT TakMe MporpamMMbl He Hago WCMonb3oBaTb - HO, YBbl, MHOr4a
npuxoamTcs.

program copy; {$I-}
var F1,F2 : File;
10 : word;
C . byte;
begin
if ParamCount <> 2 then
begin
Writeln(* JomkHo 6bITb ABa napameTpa Ha Bxoae ');
Halt;
end;
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Assign(F1,ParamStr(1));
Assign(F2,ParamStr(2));
Reset(F1,1);
10 := IOResult;
if 10 <> 0 then
begin
Writeln(' BxogHow dbann He HageH Y);
Halt;
end;
Rewrite(F2,1);
10 := IOResult;
if IO <> 0 then
begin
Writeln(* Owunbka cosgaHnsa BbIxogHOro davna ‘);
Halt;
end,;
while Not Eof(F1) do
begin
BlockRead(F1,C,1);
10 := IOResult;
if 10 <> 0 then
begin
Writeln(* Owmnbka 4TeHusa BxogHoro dgarina ');
Halt;
end;
BlockWrite(F2,C,1);
10 := IOResuUlt;
if IO <> 0 then
begin
Writeln(* Owunbka 3anucu BbixogHoro canna ');
Halt;
end,;
end;
Close(F2);
10 := IOResuUlt;
if IO <> 0 then
begin
Writeln(' Owwnbka 3akpbITus BeixogHoro davina ');
Halt;
end,;
Close(F1);
end.

Owwnbka, gonyweHHasa B 9TOM NporpammMe, COCTOUT B TOM, UTO NPU OTKPbITUK danna
He ObIn ycTaHoBMEH pexuM oTKpbiTMsA FileMode. Ecnn FileMode = 0, To chann 6ygeT oTkpbIT
Read Only, FileMode = 1, To dann 6yget otkpbIT Write Only, FileMode = 2, To chann 6yaet
oTkpbIT Read/Write. [lo ymonuaHuto FileMode = 2, TO eCTb OCyLleCcTBAAeTCa MnomnbiTka
OTKPbITb ¢han M Ha YTEHWEe, U Ha 3anucb, YTO N NPUBOAUT K KOH(IIMKTHOW CUTyaLuwn.
EctectBeHHO, ecnn eCcTb BO3MOXHOCTb WCMOMb30BaTb MPaBUSIbHO MOArOTOBMEHHbIE
nporpaMmmMmbl, TO WX W HYXHO wucnonb3oBaTb. Ecnn xe Bbibopa HeT - Heobxoaumo
ncnonb3oatb atpmbyTt "O".

4.15 lMpumep 15. OnucaHue cemeego20 pecypca.

MnniocTpauuio ncnonb3oBaHUS CETEBLIX PECYPCOB NPOLEMOHCTPUPYEM Ha 3ajade,
aHanornyHon npuiBegeHHon B [pumepe 7. 3gecb, OgHaKo, KaTanornm pasmMeLlaroTcsd Ha
cepBepe, a Nonb3oBaTeny UMEKT pas3nuyHble npasa. [MpyMBogMmas Lenoyvka nokasbiBaeT,
KaK MOXHO opraHmsoBaTb KOH(mOeHumanbHOe Aenonpou3Boacteo B cetn. Heobxogmmo
obpaTnTb BHUMaHME Ha OnNMCaHWe KaTanoros, pacnosioXXeHHbIX Ha cepBepe.
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lNonb3oBaTenb: Al

OcHoBHbIe NapameTpbl
UpeHTudpukatop:Al

MpaBa agmuHucTpaTtopa: Het
HeTanbHOCTb XypHana: Huskas
MpaBa goctyna

C:\ [RWC VMEGXO S]
D:\ [RWCDNVMEGXO 0]
\SERVER\VOL2\ [G 0]
\SERVER\VOL2\A1\ [RV GX A 0]
\SERVER\VOL2\A2\ [RWCDNVMEGXO 0]
\SERVER\VOL2\A3\ [WC V GOO]

lNonb3oBaTenb: A2

OcHoBHble NapameTpbl
UpeHTudukatop:A2

MpaBa agmuHucTpaTtopa: Het
HeTanbHOCTb XypHana: Huskas
MpaBa goctyna

C:\ [RWC  VMEGXO S]
D:\ [RWCDNVMEGXO S]
\SERVER\VOL2\ [G 0]
\SERVER\VOL2\A2\ [RV GX A 0]
\SERVER\VOL2\A3\ [RWCDNVMEGXO 0]
\SERVER\VOL2\A4\ [WC V GO0

lNonb3oBaTenb: A3

OcHoBHbIe NapameTpbl
UpeHTudpukatop:A3

MpaBa agmuHucTpaTtopa: Het
HeTanbHOCTb XypHana: Huskas
MpaBa goctyna

C:\ [RWC VMEGXO S]
D:\ [RWCDNVMEGXO S]
\SERVER\VOL2\ [G 0]
\SERVER\VOL2\A3\ [RV GX A 0]
\SERVER\VOL2\A4\ [RWCDNVMEGXO 0]
\SERVER\VOL2\A5\ [WC V GOO]

MpumeyaHre. YTobbl gaTe nonb3oBaTento MOMHbLIM AOCTYN KO BCEM CeTEBbIM pecypcam,
HY)XHO B OMNUCaHUW KaTaroroB BBECTUM CUMBON « \ » W [atb MOMHBIA JOCTyn —
[RWCDNVMEGXO S]. B atom cnyyae poctyn onpefensietcss TONbKO HacTporkamu
CEeTeBOro agMMUHUCTPUPOBaHMA.

4.16 Mpumep 16. Co3daHue u30/1UPOBaHHOU MNPO2pPaMMHOL Cpeldbl
(UINC) e OC Windows.

Windows obGnagaeT AoCTaToMHO OOWWMPHBIM HABOpPOM CYHKUMA W yTUAWUT ANnN
N3MEHEHNsT KOHMrypaLmm n noaknioYeHNa HOBbIX YCTPONCTB 1 pecypcoB. C 04HON CTOPOHbI
3Tn byHKUMKM obneryaT paboTy KBanuUUUMPOBAHHOMY MNONb30BaTEN0, HO C APYron -
MOryT cnyxuTb mctouyHukom HC[. Haubonee addpektuBHbiM cnocobom cosganua UIMC
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ABMNSIETCA MCNONb30BaHNE [OUCKPELMOHHOTO M MaHAATHOrO MeXaHu3Ma pasrpaHUyveHus
aoctyna C3U "Akkopa".

Mpn wucnonb3oBaHUM MaHOATHOMO MexaHu3Ma B pefakTope nMpaB  [docTyna
ACED32.EXE aBTOMaTmM4yecku Bkrtovartcs B cnucok MNMPL Bce 3agayn, KOTopble B AaHHbLIN
MOMEHT HaxogdaTrcs B namaTu. B pganbHenwem 3TOT CNUCOK MOXET KOppPeKTUpOoBaTbCs
aflMUHUCTPATOPOM Ha OCHOBe MHpopmaumm B XypHane pernctpauuun. Monb3oBaTtens (MNu
onepaumMoHHas CMCTEMa B CeaHCe 3TOro nonb3oBaTesnsl) He CMOXeT B npouecce paboTbl
3anycTuTb NPOLECC, KOTOPbIN NbITaeTCHa NOMYyYUTb AOCTYMN K pecypcy, HO He BKMIOYEH B 3TOT
CMNCOK, UMM ero ypoBeHb [OCTyna HWXe MeTKM JocTyna pecypca. [lpoueccy MOXHO
Ha3Ha4YUTb YpOBEHb AOCTyna TakuMm obpasom, 4yTobbl obpabaTtbiBaTh AaHHble(OOBEKTHI) C
onpefeneHHOn MeTKOW AOCTyna nonb3oBaTeflb CMOr TOMNbKO MpoueccamMmu(zagadyamu) ¢
oripegerneHHbIM YpoBHEM AOCTyna.

Hoctyn K nonb3oBaTenbCkMM KaTanoram w dannam crnegyet nponucatb B
COOTBETCTBMM C MOSTHOMOYMSIMW, YCTaHOBMEHHbIMM [N AaHHOro nonb3oBatens (c
MCNONb30BaHMEM OUCKPELMOHHOIO UM MaHgaTHoro mMeTtoga). [ocTyn k dannam 1 nankam
OnepaumMoHHON CUCTEMbI OMUCLIBAOTCA Tak, 4TOObI obGecneuntb paboTOCNOCOBHOCTL
CUCTEMbI, HO MCKIIOYMTb BO3MOXHOCTb HECaHKLMOHWPOBAHHOIO M3MeHeHusl. [locne
nepesarpy3kM KOMMbtOTEPA W BXOAa B CUCTEMY 3aperMcTpMpoBaHHOrO MNonb3oBaTens
sanyctutca OC Windows, B KOTOpoOM nonb3oBaTefNlb MOXeT paboTtatb TONbKo B
paspeLleHHbIX KaTanorax M TONbko C ycTaHoBrieHHbiM [MO. MPL B 3TOM cnyvae Mmoryt
BbIMMSAETb TakK:

Monb3oBatenb: MAIN_USER
MpaBa agmuHucTpaTtopa: Het
HeTanbHOCTb XXypHana: Huskas

--------------- OB BEKTbl--==-======mmmmm oo oo

A\ R VO G S] ObmemocTynHO
C\ R VO G X0] ObmemocTynHO
C. \ ACCORD. X64\ S] ObmenocTynHO
C:\BOCT. I NI ]

C. \ DOCUMENTS AND SETTI NGS\ RWCDNV MEGY XS] ObmenocTymnHO

C. \ PROGRAM FI LES\ R VO G XS] ObmemocTynHO
C. \ PROGRAM FI LES\ M CRCSOFT OFFI CE\ R vV G S] ObmemocTynHO
C: \ PROGRAM FI LES\ M CROSOFT OFFI CE\ *. DLL R Y, X ]

C: \ PROGRAM FI LES\ M CROSOFT OFFI CE\ *. EXE R Y X ]

C. \ RECYCLED\ RWCDNV MEGn S] ObmemocTynHO
C. \ W NNT\ R VO G XS] ObmemocTynHO
C: \ W NNT\ SYSTEMB2\ ACCESS. CPL ]

C: \ W NNT\ SYSTEM32\ ACCORD. SCR R Y, X ]

C: \ W NNT\ SYSTEMB2\ ACGA NA. DLL R Y, X ]

C: \ W NNT\ SYSTEM32\ ACRUNVDD. DLL R Y, X ]

C: \ W NNT\ SYSTEM32\ ACRUNVDD. EXE R Y X ]

C: \ W NNT\ SYSTEM32\ ALSNDMGR. CPL

C: \ W NNT\ SYSTEMB2\ APPW Z. CPL

C: \ W NNT\ SYSTEM32\ AUTCEXEC. NT R

C: \ W NNT\ SYSTEMB2\ AZ| AHLP. DLL R Y X

C: \ W NNT\ SYSTEM32\ BDEADM N. CPL

C: \ W NNT\ SYSTEM32\ DESK. CPL

C: \ W NNT\ SYSTEM32\ DRI VERS\ ACRUN. SYS

C: \ W NNT\ SYSTEMB2\ FAX. CPL

C: \ W NNT\ SYSTEMB2\ HDWN Z. CPL

C: \ W NNT\ SYSTEMB2\ | AMCPL. CPL

— | —— | — —_— | —_— —_— | —_—_ [ —_ —_ — | — | — | —_ [ — | — | — — | — | — | — | — | — | — | —

[SSr) FR) FENY PESIY PREN) PEN—) FE——Y ) F—") "
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C: \ W NNT\ SYSTEMB2\ | NETCPL. CPL

C: \ W NNT\ SYSTEMB2\ | NTL. CPL

C: \ W NNT\ SYSTEM32\ | RPROPS. CPL

C: \ W NNT\ SYSTEMB2\ JOY. CPL

C: \ W NNT\ SYSTEM32\ MAI N. CPL

C: \ W NNT\ SYSTEM32\ MVSYS. CPL

C: \ W NNT\ SYSTEM32\ NCPA. CPL

C: \ W NNT\ SYSTEMB2\ NWC. CPL

C: \ W NNT\ SYSTEMB2\ ODBCCP32. CPL

C: \ W NNT\ SYSTEMB2\ STI CPL. CPL

C: \ W NNT\ SYSTEM32\ SYSDM CPL

C: \ W NNT\ SYSTEM32\ TELEPHON. CPL

C: \ W NNT\ SYSTEM32\ Tl MEDATE. CPL

[Sr) PEY FERY PRY PEN—) PEN-—Y FR—Y O] PRy PRy PR) PE—) PRy yumm—) ) "

[
[
[
[
[
[
[
[
[
C: \ W NNT\ SYSTEMB2\ PONERCFG. CPL [
[
[
[
[
[
[
[
[
[

C: \ W NNT\ SYSTEM32\ TMATTACH. DLL R Y, X
C: \ W NNT\ SYSTEM32\ TMDRV32. DLL R Y, X
C. \ W NNT\ TEMP\ RWCDNV MEGn S] ObmemocTynHO
D:\ R VO G 0] oOBmemocTymnHo
D: \ OPEN_DOC\ RWCDNV MEGn S] CexkpetrHno
E\ [R vV G 0]
E: \ RECYCLED\ [ RNCDNV MEGn S|
E: \ SYSTEM VOLUVE | NFORMVATI ON\ [RW V G S|
--------------- Mpouecebl--------------=-m e

ACCORD.SCR [OBwenocTynHo]

ACRUNNT.EXE [O6wenocTynHo]

AUTOCHK.EXE [OBwenocTynHo]

CSRSS.EXE [O6wenocTynHo]

EXPLORER.EXE [OBwenocTynHo]

INTERNAT.EXE [OBwenocTynHo]

LSASS.EXE [OBwenocTynHo]

MPNOTIFY.EXE [O6wenocTynHO]

NDDEAGNT.EXE [OBwenocTynHo]

OSA.EXE [O6wenocTynHo]

PSTORES.EXE [OBwenocTynHo]

REALPLAY.EXE [O6wenocTynHo]

RPCSS.EXE [O6wenocTynHo]

SERVICES.EXE [O6wenocTynHo]

SETUP.EXE [O6wenocTynHo]

SMSS.EXE [O6wenocTynHo]

SPOOLSS.EXE [OBwenocTynHo]

SYSTEM [OBwenocTynHo]

SYSTRAY.EXE [OBwenocTynHo]

TASKMGR.EXE [O6wenocTynHo]

USERINIT.EXE [O6wenocTynHo]

WINLOGON.EXE [OBwenocTynHo]

WINWORD.EXE [CekpeTHO]

_AVPCC.EXE [O6wenocTynHO]

Monb3oBaTenb cMoXeT paboTaTb ¢ fokyMeHTamu B katanore D:\OPEN_DOC Tonbko
cpegctesamn WinWord, 1 He MOXeT U3MEHUTb KOHpUrypaumo cuctemMel.

4.17 lMpumep 17. Pecucmpayusi ebieo0a GOKyMeHma Ha rne4yamaroujee ycmpoulicmeo.

Monb3oBaTenb: MAIN_USER
MpaBa agmuHucTpaTtopa: Het




35
11443195.4012-037 90

CraproBbili kaTtanor: C:\
HeTanbHOCTb XypHana: Huskas

A\ [RWCDNVOMEGX ~ S]
C:\ [RW VO GX 0]
C:\ACCORD.X64\ [RW VO GX 9]
C:\DRWEB\ [RW VO GX S
C:\MSOFFICE\ [RWCDNVOMEGX S]
C:\PROGRAM FILES\ [RWCDNVOMEGX S]
C:\TEMP\ [RWCDNVOMEG  S]
C:\WINNT\ [RWCDNVOMEGX S]

[ns peructpaumu BbiBoAa AOKYMEHTa Ha nevartatolee YCTPOMCTBO M MapKMPOBKU
KOH(OMOEHUMANbHOTO [AOKYMEHTa HYXXHO YCTaHOBUTb MOACUCTEMY KOHTPOSs nedatn u
BKIMOYUTb NOMb30BaTEN ONUMI0 «AKTUBMPOBATL KOHTPOSb NevaTu».

[ns peructpaumm Tonbko dakTa BbiBOAa [OKYMEHTa Ha nevyaTarollee YCTPOWCTBO
AOCTaTOYHO YCTaHOBUTb aTpubyT w (peructpauus 3anucu) B cnvcke atpubytoB obbekTa
CAWINNT\SPOOL\PRINTERS\.
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5 ABTOMATU3ALMA BbINONMHEHUA ®YHKLUNA
AOMWHUCTPATOPA BE3OINACHOCTU UH®OPMALIUU B AC,
3ALLUULLEHHON NAK C3U HCL «<AKKOPO-WING4»

OnucaHHble BblWe MAPUHUMMNBI U MeXaHW3Mbl MO3BONAT YycTaHasnueaTb [1P[,
M3MEHATb UX W OTCRexuBaTb WX UCNosfiHeHWe. Takaa paboTa ABNAETCHS OCHOBHOM AN
agmuHuctpatopa bW. B 3aBucMmocTn oT macwtaba cucTembl BbIMOMIHEHUE 3TUX (PYHKLUUIA
MoxeT ObITb Oonee wunu MeHee Tpygoemkum. [ns aBTomatv3auuun  ynpasreHus
komnnekcamn «Akkopa-Win64» B nokanbHon cetn OKB CAIP paspaGotaH naket 10O
«Akkopa-PAY» (maHHoe [1O He BxoauT B cocTaB komnnekca «Akkopg Win64» wu
npnobpeTaeTcs OTAENBHO).

Paboyee mecto agmuHucTpaTopa ©e3onacHoCcTn (KOHComnb ©e30MmacHOCTU) MOXET
OblTb pa3BepHYTO Ha nbon cTaHumMM ceTn 6e3 OTKYEeHMUs MNofib3oBaTenien CceTu.
BkntoueHne nonb3oBatenen M KoHconm 6e30nacHOCTM  OCyLLECTBISeTCA MOMHOCTbIO
AaCVMHXPOHHO N He 3aBUCUT OT aKTUBHOCTU Nosib3oBaTenen.

Mpn ncnonb3oBaHMM KOHconu 6e3onacHOCTM aAMWHUCTPAToOp MMeEeT cnegylowue
BO3MOXXHOCTM NO YNpaBfeHnIo NoNb3oBaTensamu:

1. lMNMpocmoTpeTb CNUCOK Mofb3oBaTenen MNOOKMIYEHHbIX K CEeTU C MOosyYeHnem
agpecoB ux paboymx cTaHuM U uMeH. B cnucok nonb3oBaTenb 3aHOCUTCA B MOMEHT
BXOXOEHWS B CETb U UCKIOYaeTCHa U3 CnMcKa Npu BbIXo4e U3 ceaHca;

2. [pocMOTpeTb CMNCOK BbINOMHAEMbIX 3a4a4 Ha yKasaHHOW CTaHUuK;

3. OTknounTb CTaHuuio nonb3oBatens. [pu 9TOM Ha 9kpaH paboyen cTaHuum
BblgaeTca  npegynpexgawoowee  cooblleHMe M HauMHaeTcsa  OTCYeT  BpeMeHW,
COMpPOBOXAAaeMbIl  3BYKOBbIMM  curHanamu. [lonb3oBatenb gomkeH HEMELJIEHHO
npekpaTutb paboTy, COoxpaHuB, Mpu HeobxoOuMOCTM, TeKyllee CcocTosiHWe 3agadn. [lo
ncTevyeHne 3agaHHOro MHTepBarna, MalnHa nornb3oBaTens 6yaeT nepesarpyxeHa.

4. 3abnoknpoBatb paboTy nonb3oBatens. [pyn 3ToM NPUHYOUTENBHO BKMOYAETCH
ScreenSaver, OTK/OYUTb KOTOPbIM MOXHO TOSMbKO MAEHTUOUMKATOPOM aaMUHUCTPaTopa
6esonacHocTn. [lo nonb3oBaTensa npeaBapuTenbHO HeobxoauMmMo [OOBECTU, 4YTO npwu
BKNOYeHUM agmumHuctpatopoMm BW  SSaver'a kateropnyecku 3anpelieHo OTKoYaTb
nutaHne CBT. OTknoYeHNe NUTaHnsl B TakoM Cryyvae OOSMKHO TpakToBaTbes kak HC/.

5. BelkntounTtb SSaver nonb3osartens. Micnone3yeTcsa npu cutyaumm n.4.

6. NameHunTb MNPL nonb3oBatens Ha nobon 13 3aperncTpupoBaHHbIX CTaHUMA. ITH
N3MEHeHMs BCTYNaroT B CUMY TOMbKO NOCMe nepesarpysku CTaHumu.

7. CkonupoBaTb XypHarbl Nonb3oBaTensa Ha ANCK KOHCONM 6e30nacHOCTH.
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6 TPABOBbIE ACIMNEKTbI MPUMEHEHUA KOMITIIEKCA

MporpammHo-annapatHeii  komnnekc C3W  HCO "Akkopa-Wine4"™ v.5.0 wu
COnyTCTBYOLLAA JOKYMEHTauns 3aluieHbl 3akoHOM Poccum 06 aBTOpCKMX npaBax, a Takke
nonoxeHnsamn MexagyHapogHoro [oroeopa. Jlloboe ncnonb3oBaHMe gaHHOrO KOMMSekca B
HapylleHne 3akoHa 06 aBTOPCKMX NpaBax UNu B HapylleHue nonoxeHun 30 Ha Komnnekc
oyanet npecnegosatbcad OKB CAINP B cuny HalmMx BO3MOXXHOCTEN.

ABTOpCKME nNpaBa Ha [OaHHOe u3genve, B TOM 4ucne annapaTtHble cpeactBa U
cneunanbHoe [10, npuHagnexat OKB CAINP, Poccua, 115114, r. Mocksa, 2-n
KoxeBHuyeckun nep. 4.8, ten. (499) 235-29-90, 235-62-65, dakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

OKB CATIP paspewaeT Bam genatb apxuBHbl€ KOMMM NporpamMmmMHoOro obecnedeHuns
komnnekca AKKOPO™ pans wvcnonb3oBaHua noTtpebutenem, npuobpeTiliM  KOMMMEKC
AKKOPO™ B ycraHoBrneHHoM mnopsigke. Hu npu Kakux oBCTOATENbCTBAX MpPOrpaMMHoe
obecrnieyeHne komnnekca AKKOPO™ He pacnpocTpaHsetcs  Mexay  Opyrumu
npegnpuatnammn (pupmamm) 1 nuuamu.

Ynanate B npoaykuum komnnekca AKKOPO™ ysegomneHne 06 aBTOPCKMX npaBax Hut
Npuv Kaknx obCcTosaTeNnbCTBax He AonyckaeTcs.

MpumeHeHune cpeacte komnnekca AKKOP[ ons apyrvx uenen BO3MOXHO TOMbKO Mpu
Hanuyun nuceMmeHHoro cornacus OKB CATP.

OTmeTuM, 4TO MpedblgylimMe orpaHudeHust He 3anpellaroT Bam pacnpoctpaHaTb
Bawwn cobcTBeHHble wWCXOoAHble KOAbl WAM  MOAYMW, CBA3aHHble C MPUMEHEHUEM
nporpammMmHoro obecneyeHus komnnekca AKKOP[. OgHako, ToT, KTO nony4aeTt oT Bac takue
ncxogHble KoAdbl WMAW  MOZynW, [OOSMKeH npuobpect COBCTBEHHYD KOMUIO Hallero
nporpammHoro obecneyeHus, 4Tobbl Ha 3aKOHHOM OCHOBaHWM UCMONb30BaTb €ro U UMETb
cepTudmKkaT COOTBETCTBUS.

OKB CATIP rapaHTMpyeT ucrnpaBHOCTb (PM3MYECKMX IKIEMMNMSIPOB annapaTtypbl U
JOKyMeHTaumn, nocrtaensiemMbix B coctaBe komnnekca AKKOP[, cornacHo dopmynsapy Ha
3TOT KOMMSEKC.

Mbl npocvMm nonb3oBaTensa npu obHapyXeHun ownbok nnn gedeKkToB HanpasBUTb
HaM MOAPOOGHLIN OTYET O BO3HUKLWIMX npobremax, KOTOPbIA MNO3BOMIUT HaWTU W
3admKcmpoBaTb Npobremy.

Komnnekc AKKOP[L noctaensietca no npuHuuny "as is", 1.e. OKB CAIP Hu npu
Kakmx obcToATenbCTBaX He npegycMatpuBaeT HUKaKoOW KoMneHcauuu 3a  Bawwm
OOMNOMHUTENbHbIE YObITKW, BKMAOYaa nobble NoTepu MNpubbinu, NOTEPU COXPAHHOCTU UMK
apyrue ybbITKM BCneacTBue aBapUHbIX CUTyauuii Unu UX NocreacTtBun, yObITKU, KOTOpble
MOTYT BO3HUKHYTb M3-32 MUCMOMb30BaHUSA UM HEBO3MOXHOCTM UCMOSIb30BaHUSA KOMMIeKca
AKKOP[. Tem He meHee, niobble Bawm notepu Moryt ObiTb BO3MELLEHbI B TOM Clyyae,
ecnun Bbl odopmuTe cTpaxoBor nonuc no pasgeny "CrpaxoBaHne uHEGOOPMaLVMOHHON
6esonacHocTn". CTpaxoBka odhopmnsdeTcs no Bawemy TpebGoBaHUIO HENOCPEACTBEHHO Yy
nocTaBLUKKa.

Mpwn nokynke n npumeHeHnn komnrnekca AKKOP/[ npegnonaraetcs, 4To Bbl 3HakoMbl
C AdaHHbIM1 TpeboBaHMAMM aBTOPOB pa3paboTkn M marotoBneHus komnnekca AKKOP[ w
cornacHbl C MOMOXEHMSAMM HacTosALWero pasgena.

OKB CATIP npegnaraet TenedOHHY0 NOLAEPXKKY MPU TEXHUYECKOW BO3MOXHOCTMU
6e3 gononHUTEeNbHOW onnatbl. 3BOHMTE Ham Mo TenedoHam nogaepxku (499) 235-89-17,
(926) 235-89-17 ¢ noHegenbHMKa no nAaTHULY ¢ 11-00 go 18-00 (MO MOCKOBCKOMY BPEMEHMN),
no cywecTtsy BonpocoB o npumeHeHun komnnekca AKKOPL. OKB CAIP ucnonb3syet ong
nogoepXkn ceaAsn ¢ nonb3osatensmmn agpec SUPPORT@OKBSAPR.RU. Ham ygobHee
npuHMMaTbL 1 obpabaTbiBaTh Bawwm coobLlieHns nMeHHO Takum obpasom.
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7 TMpunoxeHuns
Mpunoxenue 1.

7.1 PekomeHpauMu no opraHusauum cnyxobl HOpMaLMOHHOM 6e3onacHOCTH

OTBeTCTBEHHbIMM 3a 3awuty wuHpopmaumm B AC (CBT) sasnsawoTcs Bce
pyKOBOAMUTENW W OTAenbHble nonb3oBaTenu (onepartopbl) B npegenax ux crnyxebHon
KOMneTeHL M.

[lns HenocpeacTBeHHOW opraHmn3aunmn n obecnevyeHms PyHKLNOHNPOBAHNSA CUCTEMDI
3aWwmnTbl MHopMauuK, Kak komnoHeHTa AC, B opraHusauuu (Ha npegnpusatun, douvpme -
Janee no TEKCTY opraHvsauuun) OOSMKHbI ObiTb NpegyCMOTPeHbl crneumarnbHble OpraHbl Unu
OTBETCTBEHHblE nuua - cnyxba 6esonacHoctn mHgopmauun (CBU) unu agmuHuctpaTtop
6e3onacHOCTN MHOPMaLUN.

CotpygHuku CBW (agmuHuctpatop BA) nomumo 6e3ynpedHon penytaumm n NosiHOro
OOBEepMsi CO CTOPOHbI PYKOBOACTBA OpraHusauun [OSkHbl ObnagaTb onpeaeneHHbIM
YPOBHEM 3HAHWA W HaBbIKOB B 0OMacTu BbIMUCNUTENbHOW TEXHUKW, OOCTaTOMHbIM M
SICHOrO MOHUMaHMA BCEX BWAOB Yrpo3 annapaTHbiM WM MNPOrpaMMHO-UHAOPMALMOHHBLIM
pecypcam AC (CBT) m HeobxogmmbiM AnNs rpamMOTHOrO ynpaereHns n 3ddEKTUBHOIO
NPUMEHEHNs CPEACTB 3aUThl.

OpraHunszaumoHHo-npaeosown ctatyc CBW (agmuHuctpatopa bIW).

CBbW (agmunuctpatop BW) [OmkHbI NOAYMHATLCS TOMY fuLy, KOTOPOE B [aHHOM
opraHusaumm HeceT nepcoHarnbHy OTBETCTBEHHOCTb 3a cobntogeHne npasun obpalleHus ¢
3awmiaemMon nHdopmaumen;

coTpyaHuKkn cnyxbbl (agmuHucTpatop BbW) gormkHbl nmeTb NpaBo AOCTyna BO BCe
nomeLLeHus, rae yctaHosneHa annapatypa AC u npaBo npekpaliaTe aBTOMaTU3NPOBaHHYHO
006paboTKy MHpopMaLMM MPU HANNYUK UMK YTPO3e YTEYKN 3alLnLLaeMOon MHGOPMaLIUK;

pykoBogutenio CBW (agmuHuctpatopy BW) pomkHO ObiTb npegoctaBreHo npaBo
3anpeLlaTtb BKMYEHME B YMCMO OEWCTBYHOLLUMX HOBblE 3MeMeHTbl KoMnoHeHToB AC, ecnu
OHW He OoTBeYalT TpeboBaHNAM 3aLLmTbl MHpOpMaLuK;

cnyxbe BW (agmuHuctpatopy bBW) pomkHbl obecneumBatbCsi BCe  YCNoBUA,
Heobxoaumble AN BbINOMHEHWUsT CBOUX (DYHKLMOHArbHbIX 06513aHHOCTEN;

YUCIMEHHOCTb  Cnyxbbl  OormkeH 6blTb  JOCTATOMHbIM  ANS  BbINOMHEHUS
NepeyncrieHHblX Bblle (YHKUMA, MpU 3TOM LWTATHbIW COCTaB He [OMKeH umeTb (rno
BO3MOXHOCTN) ApYrnx 06513aHHOCTEN, CBA3AHHbIX C PYHKUMOHMpoBaHMeM AC.

CospaBaemass CTpykTypa 3awuTbl WHGopmaumm B CBT npu  npumMeHeHuu
komnnekcos C3M HC[ "Akkopa'™ morkHa noanepXuBatbCs MEXaHW3MOM YCTaHOBMEHMS
nonHomouun nonb3osatensm CBT v ynpaBneHnem ux JOCTYNOM K WMH(OPMaLMOHHbLIM
pecypcam. Ons atoro CBU (agmuuuctpatop BW) paspabatbiBaeT v BBOOMT B LEWCTBME
YCTaQHOBMIEHHbIM B OpraHusauuMyM nopsakoM OpraHM3auuoHHO-NPaBoBble AOKYMEHTbI MO
npumeHeHuto CBT ¢ BHeAPEeHHbIMM CpeacTBaMy 3aliuUTbl C y4EeTOM LEMCTBYIOLLMNX
HOPMAaTMBHbIX N 3aKoHOA4ATeNbHbIX JOKYMEHTOB.

O64aszaHHoCcTM agmuHucTpatopa BW no npumeHeHmo komnnekcos C3UN HCL
AKKOPO™:

1. Ha ocHoBe '"lnaHa 3awwuTbl", BBEAEHHOr0 B OpraHuv3auum, paspabaTbiBaTb
Tabnuubl pasrpaHMyeHus OOCTyna K 3awuuiaemMbiM pecypcam, BBOauTb (Npu yCTaHOBKE
KOMMJIieKkca) NosIHOMOUMs NOSb30BaTENEN N KOPPEKTUPOBATL MX B Xo4e akcnnyatauun CBT.

2. YcTtaHasnuBaTb komnnekc 3awmTtbl B CBT 1 opraHnsoBbiBaTb €€ 3KChnnyaTaumio ¢
BHEAPEHHbIMU CpeAcTBaMM 3aLLMThI.
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Mocne YCTaHOBKM KOMIMJ1E€KCa B CBT AOJDKHbI ObITb NMPUHATbLI Mepbl MO obecneveHunto
HEU3BJ1IEHYEHUA MJ1aTbl KOHTPOJ1J1Epa (oneanblaaHme MacCTUYHOM nevaTblo, I'IOKprTOf/'I
CUJTMKaTHbIM Kreem ()KVID,KI/IM CTeKJ'IOM) nnun gp.

3. TwartenbHO aHanM3npoBaTb NPoLecChbl PYHKUMOHMPOBAHUS MPOrpaMm, KOTopble
ByayT 3aKkpenneHbl 3a Nonb30BaTensMu, B COOTBETCTBUM C 3TUM co3aaBaTth ANS KaXaoro 13
HUX W30MMPOBaHHY MNPOrpamMMHYI0 Cpedy WCMNOMHEHUs 3ajayn, ucxogsa U3  UX
PYHKLMOHaNbHbIX 0683aHHOCTEN.

HexenaTtenbHo, 4TOOLI nporpamMmsbl, 3aKperiyieHHbI€ 3a MNnoJsib3oBaTesiaAMn, UMesin
BO3MOXHOCTb AOCTyNa K AUCKaM Nno abCconTHbLIM CeKTopaMm, BO3MOXXHOCTb NpAMOro
penaktupoBaHUA NaM4AaTu.

4. O6GyyaTb nonb3oBaTtenen npasunam o6paboTkM 3almaemMon MHOPMaLun,
KOHTPONMPOBAaTb NPaBUSIbHOCTb NPUMEHEHNSI UMW CPEACTB 3aLLMTbl KOMMMEKCa U OKasblBaTb
NOMOLLb B YacTu opraHmsauumn pabotel Ha CBT ¢ BHegpeHHbIM KOMMNIIEKCOM 3aLUUThI.

5. KoHTponupoBaTtb Ha LLeNOCTHOCTb (Ha YpOBHE KOHTposnepa), cneayowune dansbi:
\Windows\System32\Drivers\ACRUN.SYS;

\Windows\System32\Drivers\TMACxx.SYS (cMmBOmnbl XX MOryT pasnuyaTbCcs B
3aBVMICUMOCTU OT BEPCUU KOHTPOInepa);

\Windows\System32\TMDRV64.DLL;
\Windows\System32\TMATT64.DLL;
\Windows\SysWOW64\TMDRV32.DLL,;
\Windows\SysWOW64\TMATTACH.DLL;
\Windows\System32\MSGINA.DLL,;
\Windows\System32\ACGINA.DLL,;
\Windows\System32\ACRUNNT.EXE.

6. BbisiBnsiTb BO3MOXHble kaHanbl HC[ k uHdopMauum npy NpUMeHeHUM KOMMekca,
FOTOBUTb NPEANOXEHMUS MO UX YCTPaHEHUIO.

7. Cuctematnyeckm aHann3npoBaTtb COCTOAHME KOMIUJIEKCA W €ro OoTAeJibHbIX
cpencTts, nepuoandeckn npoBoAUTb KMX TeCTUpOBaHUE U TMPOBEPKY 3alUTHbIX (byHKLI,VIIZ
KOMMJIEKCa, O 4YeM fellaTb OTMETKY B cbopmynﬂpe.

8. PerynﬂpHo aHanm3anmpoBaTtb cofepKaHne CUCTEMHOIO XypHara u pa3pa6aTblBaTb
Mepbl MO UCKITKYEHUIO HENMpaBUI1bHOIo NMPMMEHEHNA KOMIMJiieKkca nosfib3oBatesiaMun.

ALI,MI/IHI/ICTpaTOp [OSMKEH OOBECTUN 40 Nofib3oBaTenen pacnopsaxxeHne o 3anpeTte CHATUA
3afay C BbINOJIHEHUA NPU MOMOLLUN BbIKIMKOYEHUA NMUTaHUA UITN HaXXaTuUA Ha KrnaBully
<RESET>.

9. PaspabatbiBaTb 1 BBOAUTb YCTAHOBIIEHHLIM MOPSAKOM HEOGXOAUMYIO YYETHY0 U
OObEeKTOBYH  AOKYMeHTauuto  (KypHan  yy4eTa  UAEHTMMKATOpPOB,  MHCTPYKUUU
nonb3oBaTtensm u gp.).
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10. PaspabaTbiBaTb M yTBEpXAaTb B YCTAHOBMEHHOM MNOPSAKE CUCTEMY Mep U
OENCTBMMA Ha criydan HenpeaBuaeHHbIX 06CTOATENbCTB (3apaxeHne obbekta BT HOBbIM

TMnom Bupyca, daktoB HC[I k uHdopmauun, HapyleHus npasui (OYHKLMOHUPOBAHUSA
CUCTeMbI 3aLlmnTbl U T.4.).

11. B nepwog npodunaktudeckmx pabotr Ha CBT cHumatb, npu HeobxogmMmocTw,
KOMMIIEKC C aKcnnyaTauumm, 0 YeM gernatb oTMETKY B popMynspe.

12. TpuHumaTte Mepbl npu nonbiTkax HCL Kk 3awmwaemon uHgopmauum u
HapyLeHun npasus QYHKLUNOHUPOBaHNUS cucTembl 3awmnTbl. O6A3aHHOCTM agMUHUCTpaTOpa
B  pomkHbl  ObiITb  OTpaxeHbl B "MIHCTpykuMuM agmuHucTpatopa 6esonacHocTu
WMHopMaLmK”, yTBEPXKOEHHON COOTBETCTBYIOLLNM OOMKHOCTHLIM NULOM.
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MpunoxeHue 2.

7.2 Onepauuu, pukcupyemble NOACUCTEMON perucTpaumm Komnnekca

Tabnuua 1. 3anpockl, obpabartbiBaembie ACRUN_FSM.

3anpoc K FSM

PacwudpoBka 3anpoca

Leco21Exec 3anyck npouecca Ha UCMONIHEHNE
Leco21Terminate 3aBepLlieHne UCNONTHEHNS npouecca
Leco21FindNext [Mounck cnegyrowero UMeHn
Leco21CreateFile Cospgatb dhann

Leco21SetDate YcTaHoBKa gatbl Mogudukauum dpanna

Leco21RenameDir

[NepenmeHoBaTb KaTanor

Leco21CloseFile

3akpbITb dhann

Leco21SetTime YcTaHoBKa BpeMeH Moanukauumn dganna
Leco21DeleteFile Ypanntb dann

Leco21MakeDir Cospatb KaTanor

Leco21GetSetFileAttr MaHunynsuma ¢ atpnbytamm danna nog
Leco21ChangeDir [MepenTun B KaTanor

Leco210penFile

OTKpbITb hann

Leco21RenameFile

lMepenmeHoBaTtb dhann

Leco21RemakeDir Ypanutb katanor
Leco21Traverse [MpoBepka cyLecTBOBaHUA MyTU
Leco21FindFirst [Monck NnepBoro MMeHu

Tabnuua 2. 3anpocbl K ACRUN_REG.

HasBaHue cyHKLUMU

PacwudpoBka HazBaHUA

LecoRegOpenKey OTKpbITb KIIHOM
LecoRegCloseKey 3aKpbITb K104
LecoRegCreateKey Cospgatb KoM
LecoRegDeleteKey Yoanutb KoY
LecoRegEnumKey IMownck knoyen
LecoRegCreateValue CospgaTb napameTp Knda

LecoRegDeleteValue

Ypanutb napamMmeTp Kro4a

LecoRegQueryValue

MpounTaTth 3HAYEHNe NnapamMeTpa Knwoya

LecoRegSetValue

M3MeHUTb 3HaYeHne napameTpa Knya

LecoRegEnumValue

Mounck 3HaYeHna napameTpa Kno4da

Tabnuua 3. CobbITna xpaHNTensa akpaHa

Kon cobbiTus

PacwudpoBka

SSBadTM MonbiTka pa3bnoknpoBaTb HE TEM NOEHTUDUKATOPOM,
KOTOPbIM OcyLlecTBRsAnacb 61o0KMpoBKa

SSOffTM Pa3bnokupoBaH nokanbHO

SSOffTMRemote PasbnoknposaH ¢ APM ABIA

SSOnKey

BJ'IOKI/IpOBKa C NOMOLbK KnaBnaTypbl
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SSOnRemote Brnoknposka ¢ APM ABU

SSOnTime BnokupoBka No BpeMeHN HeakTUBHOCTU

SSTimeOff OTKMNOYEHNE KOHTPOIS CREXeHNe HeakTUBHOCTM MO
BpeMEHU

SSTimeOn BkroyeHne KOHTpONS cnexeHne HeakTUBHOCTM MO

BPEMEHM

Tabnuua 4. CobbiTus npoBepku annos

Kop coobiTuA

PacwudpoBka

EndCheck 3aBepLueHa NpoBepKa KOHTPOJSIbHBIX CYMM

EndUpdate 3aBepLieHO 06HOBMEHME KOHTPOSIbHbBIX CYMM

CheckFile [MpoBepka hanna, KOHTENHEPA, UK KNkoYa peecTpa

GetPrivateKey [MonyyeHue 3aKpbITOro Knova nosib3oBaTesis

StartCheck Hayano npoBepKkn KOHTPOSbHbLIX CYMM

StartUpdate Havano o6HOBNEHMS KOHTPOSbHbLIX CYMM

TotalEds PesynbTupylowias noagnmchb cnmucka NnpoBepaeMbIX
006BHEKTOB

TotalHash PesynbTupytowmx hash cnnucka nposepsieMbix 06 bEKTOB
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MpunoxeHue 3.

7.3 TpuHATbIE TEPMUHbI U COKpaLLeHUsA

ApamunHuctpatop U
Uma_nonb3oBaTtens

Ucnonb3oBatb TM-

naeHTudukarop

O61BbekT gocTtyna

MapameTpbl
nonb3oBaTens

NMonb3oBaTenb
nea

YpaneHune
nonb3oBarTens

CUHXpOHM3auua
napameTpoB
nonb3oBaTensd

CospaThb
nonb3oBaTens

CoobueHus

TM-upgeHTudukaTop

(vnn TM)

Yucno
npuv yaaneHum

SHM

npoxonos

- aAMUHUCTPAaTop CJ'Iy)K6bI GesonacHocTH I/IH(*)OpMaLI,VII/I
- UM4, No4 KOTOPbIM NoJfib3oBaTesib 3apernctpmnpoBsaH B cucteme

- NpUNoXuTb TM-UOeHTUUKATOP K KOHTAKTHOMY YCTPOWCTBY CbeMHMKa
MHopmaLmn

— noa o6beKkToM JocTyna NOHMMAaeTCs OAMH U3 NEPEYUCTIEHHbIX PECYPCOB
CBT: puck, kaTanor, dawn, pasgen unuM KoY peecTtpa, npouecc
(3agava), gpanBep yCTpoOnCTBa.

- ngeHTUdULMpyoLwmne npnsHakm nonesosatens (umsa, Ne TM, naponb) u
ero npaea no pgoctyny kK pecypcam CBT B cooTBeTCTBUM C €ro
NOMHOMOYUAMN

- cybbekT goctyna k obbektam (pecypcam) CBT
- MpaBuna pasrpaHu4eHns gocryna

- yaaneHwe MMeHMW, noA KOTOpbIM Morib3oBaTeNb 3aperncTpupoBaH B
cuctemMe, M3 CrMcKa 3aperucTpyMpoBaHHbIX nonb3oBatenen B OHI
KOHTponnepa "Akkopg"

- conoctaeneHne B[l nonb3oatenen B JHI koHTponnepa "Akkopa" c
napameTtpamu B[l nonb3oBatenen noacucteMbl pasrpaHUyeHuss gocTyna
N y4EeTHbIMK 3anmcsamMu norb3osaTenen Windows

- 3apeructpupoBaTb MNofb3oBaTenss B MoAcCUCTEME pasrpaHUYeHus
AOCTYMNoM

- uHdopmauus, BbiBOOUMAs Ha AWUCMNeKn, Kotopas coobuwaetr o
OENCTBUSAX MONb3oBaTens, O COCTOSHMM MporpaMMbl U HOpPMarbHO
3aBepLUEHHbIX eNCTBUAX, CO0SX B cucTeme 1 ap.

- NepcoHarnbHbIn ngeHTudukaTop DS-199x ("Touch-memory" - "MamsaTtb
KacaHusa'") nonb3oBaTens

KONUYeCcTBO  MPOXOOO0B  CrlyYyanHoM
cogepxxmmomy harina npu ero yganeHum

nocnenoBaTtesibHOCTU no

nT™

- 9HeproHesaBMcuMasa NaMmaTb KOHTposinepa "AkkopAa
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MpunoxeHue 4.

7.4 TlepevyeHb HOPMATUBHLIX [OKYMEHTOB, WCMNOMb3yeMbiX NpU OpraHusauuu
3aWwmTbl MHOPMaLIUK.

1. ®epepanbubiii 3akoH o1 21 uions 1993roga Ne 5485-1 ¢ usmeHenusiMu 1 onoHeHUsIME 0T 6 OKTIOpst 1997
roga Ne 131-®3) «O rocyaapcTBEeHHOW TaiHE».

2. ®enepanbublii 3akoH oT 4 wronst 1996 r. Ne85-03 «O06 ywacTnu B MEXIyHapoJHOM HH(OpMaLMOHHOM
obMeHe».

3. ®enepanpherii 3akoH 0T 8 aBrycra 2001r. Ne 128-D3 «O NUICH3UPOBAHUY OTJCIBHBIX BUAOB ICATCIBHOCTH.
4. ®enepanbubiii 3akoH ot 10 suBaps 2002r. Ne 1-D3 «O06 311eKTpoHHOI TGP POBOI TOAIHUCH.

5. ®enepanphsrii 3akoH 0T 7 utoist 2003r. Ne126-03 «O cpsizu».

6. denepanbublit 3akoH oT 27 utonst 20061, Nel49-D3 «O6 nHdpopmanny, HHGOPMALMOHHBIX TEXHOJIOTHIX H
3amuTe HHGOpMAaLUK»,

7. ®enepanbubiii 3aKoH oT 27 uronst 2006r. Ne153-03 «O nepcoHaNbHBIX JAHHBIX.

8. Vka3 IIpesnznenra Poccuiickoit ®enepauun or 19 despans 1999r. Ne 212 Bompocs! ['ocynapcTBenHO#
TexHuueckoi komuccun npu Ipesunente Poccuiickoit deneparum».

9. «Jloktpuna wuHpopMalMOHHOW Oe3omacHocTH Poccuiickoit ®deneparmm», yrBepxkaeHa IlIpe3uaeHTOM
Poccuiickoii deneparun 9 centsaops 2000r. Ne I1p.-1895.

10. Vka3 Ilpesunenta Poccuiickoit @enepannu ot 17 nexabps 1997r. Ne 1300 KoHuenuusi HauuoHaJILHOM
6e3zomacnoctu Poccuiickoit denepanun» B penakuun Ykasza [Ipesunenta Poccuiickoit @enepaunn ot 10 ssHBaps
2000r. Ne24.

11. Vka3 Ilpesunenra Poccuiickoit ®eneparmu or 6 mapra 1997 r. Ne 188 dlepeuens cBeneHuit
KOH(UICHIMAJIBHOTO XapakTepa».

12. Yka3 Ilpesunenra Poccuiickoit ®enepanun ot 6 okrsiops 1998 . Ne 1189 © mepax mo obecrneueHHro
uHpopmanmoHHoii Oe3onacHocTn Poccuiickoit ®expepamun B cdepe MexayHapOJHOTO HH(POPMALMOHHOTO
oOMeHa».

13. Iocranosnenne IlpaBurenscrBa Poccuiickoit @enepanmu ot 3 HosOps 1994 r. Nel233 dlonoxenne o
HOpsJKe 0OpalleHus co Ciy>keOHON nH(opManuel orpaHMYeHHOTO pacupocTpaHeHus B (eiepabHbIX OpraHax
WCIIOJIHUTEIIbHON BIIACTH.

14. TlocranoBnenne [IpaBurensctBa Poccuiickoit ®enepaumu or 11 deppans 2002 r. Nel35 ©
JMLEH3UPOBAHUH OTACIBHBIX BUJIOB JESTEIBHOCTH.

15. Iocranosnenue [IpaBurenscrBa Poccuiickoit @enepaunu ot 30 anpens 2002r. Ne290 <©O nuieH3npoBaHun
JeATEILHOCTH 110 TEXHUUECKOH 3a1nTe KOHQUICHINAIbHOW HH(POPMALUN».

16. «COOpHMK PYKOBOJSIIMX JOKYMEHTOB IO 3aluTe WH(pOpManuMK OT HECAaHKIMOHHMPOBAHHOTO JOCTYIa»,
I'ocrexxomuccust Poccun, Mocksa, 1998r.

17. TOCT P 51275-99 8ammra unHpopmanmu. OObekT mHpopMaTHzauuu. DakTopbl BO3JICHCTBYIONIIME Ha
uHpopmanuio. OOIIUE MOIOKCHUSIY.

18.TOCT P 50922-96 damuta nnpopmarnin. OCHOBHbIE TEPMUHBI U OIPE/ICIICHUS».

19.TOCT P 51583-2000 Hopsiaok co3naHust aBTOMAaTH3UPOBAHHBIX CUCTEM B 3AIMUIICHHOM HCIOTHCHUI.
20.T'OCT P 51241-98 €&pexncrBa u cucTeMbl KOHTpOJISL U ynpaeienust poctynom. Kiaccudukanums. OOmme
TEeXHUYECKUE TpeOOBaHMs. MeTOIbI NCIIBITAHUI».

21. TOCT P UCO 7498-2-99 WudopmannoHHas TEXHOJIOTHs. B3aMMOCBs3b OTKPHITHIX cucteM. bazoBas
STaJOHHAS MOJIeNb. YacTh 2. ApXHUTEKTYypa 3aIUThl HHHOPMALIUH.

22. TOCT 34.201-89 HubpopmaumonHas TtexHoyorus. KomIniekc cTaHIapToB Ha aBTOMAaTH3WPOBAaHHbIE
CHCTeMBI. BUIIbI, KOMIIEKTHOCTE ¥ 0003HaUEHNE JOKYMEHTOB IIPU CO3/IaHUU aBTOMAaTU3UPOBAHHBIX CUCTEM.
23. TOCT 34.602-89 HudpopmaumonHas TtexHosorus. KoMmIniekc cTaHIapToB Ha aBTOMAaTH3WPOBAaHHbIE
cucreMbl. TexHUUECKOE 3ajaHie Ha CO3/JaHUe aBTOMATH3UPOBAHHBIX CHCTEM.

24. TOCT 35.003-90 Hupopmanmonnas TtexHosorus. KoMmIniekc cTaHIapToB Ha aBTOMAaTH3UPOBAaHHBIE
CHCTeMBl. ABTOMaTH3UPOBAaHHbIE CUCTEMBL. TEpPMUHBI U OIIPENICIICHUS.

25. TOCT P UCOWMDK 9126- 90 WudopmaumonHas TtexHonorus. OUeHKa MPOrpaMMHON HPOMYKIIHH.
XapakTepucTHKa KayecTBa U PyKOBOJICTBA 110 HX IPUMEHEHHUIO».

26.TTOCT P 50739-95 &€penctBa BBIYHCIUTEIFHON TEXHHUKH. 3alUTa OT HECAHKIIMOHHPOBAHHOTO JOCTYIA K
uHpopMaLum».

27. P]] Tocrexkomuccuu Poccum «3ammra OT HECAaHKIIMOHHPOBAHHOTO jaoctyna K uH(opMmanmu. Yacts 1.
[Iporpammuoe oOecrieuenne cpeacTtB 3ammrTel  MHGopMmaimu. Kraccudukamms 1o ypoBHIO KOHTPOJIS
HEJICKJIapUPOBAHHBIX BO3MOXKHOCTEI», Mocksa, 1999r.
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MpunoxeHue 5.

7.5 Cnucok dannoB, pekoOMeHAYEeMbIX ANl KOHTPOSSA LeNIOCTHOCTM NpU yCTaHOBKe
komnnekca C3U HCO «AKKOPL — Win64»

Ha annapaTtHom ypoBHe (¢ nomoulbio BcTpoeHHoro MO Akkopa-AMA3).

C:ANTLDR

C:\NTDETCT.COM

C:\BOOT.INI

C:\WINDOWS\SYSTEM32\ACGINA.DLL

CA\WINDOWS\SYSTEM32\ACRUNNT.EXE

C:\WINDOWS\SYSTEM32\AZIAHLP.DLL

CA\WINDOWS\SYSTEM32\CSRSS.EXE

C:\WINDOWS\SYSTEM32\HAL.DLL

CAWINDOWS\SYSTEM32\KERNEL32.DLL

C:\WINDOWS\SYSTEM32\LSASRV.DLL

C\WINDOWS\SYSTEM32\LSASS.EXE

C:\WINDOWS\SYSTEM32\NTDLL.DLL

CA\WINDOWS\SYSTEM32\NTOSKRNL.EXE

C:\WINDOWS\SYSTEM32\PSAPI.DLL

CA\WINDOWS\SYSTEM32\REGAPI.DLL

C:\WINDOWS\SYSTEM32\RUNDLL32.DLL

CA\WINDOWS\SYSTEM32\SECUR32.DLL

C:\WINDOWS\SYSTEM32\SERVICES.EXE

CA\WINDOWS\SYSTEM32\SMSS.EXE

C:\WINDOWS\SYSTEM32\CTFMON.EXE

CA\WINDOWS\SYSTEM32\SVCHOST.EXE

C:\WINDOWS\SYSTEM32\TMATTACH.DLL

C\WINDOWS\SYSTEM32\TMDRV32.DLL

C:\WINDOWS\SYSTEM32\TMDRV64.DLL

CA\WINDOWS\SYSTEM32\USERINIT.EXE

C:\WINDOWS\SYSTEM32\USER32.DLL

CA\WINDOWS\SYSTEM32\WINLOGON.EXE

MpumeuvaHne: BO BHyTpeHHee [10 «Akkopa-AM[O3», HauuHas ¢ Bepcum 02.01.011, B
NOACUCTEMY  KOHTPONSA  LIEMOCTHOCTW  BKIOYEHa komaHga «MacTep», koTopas
aBTOMaTU3MPYeET BbIOOP OOBEKTOB siApa CUCTEMbI U CUCTEMHOTO peecTpa ANs BKOYEHUS B
CMUCOK KOHTPONS.

Ha nporpammHom ypoBHe (¢ nomowbto peaaktopa NP ACED32.EXE).

C:\WINDOWS\SYSTEM32\ADVAPI32.DLL

C\WINDOWS\SYSTEM32\ADVPACK.DLL

C:\WINDOWS\SYSTEM32\ATL.DLL

C\WINDOWS\SYSTEM32\AUTHZ.DLL

C:\WINDOWS\SYSTEM32\BASESRV.DLL

C\WINDOWS\SYSTEM32\BROWSER.DLL

C:\WINDOWS\SYSTEM32\BROWSEUI.DLL

C\WINDOWS\SYSTEM32\CERTCLI.DLL

C:\WINDOWS\SYSTEM32\CLUSAPI.DLL

CA\WINDOWS\SYSTEM32\COMSVCS.DLL

C:\WINDOWS\SYSTEM32\CRYPT32.DLL

CA\WINDOWS\SYSTEM32\CRYPTDLL.DLL

C:\WINDOWS\SYSTEM32\CRYPTNET.DLL

CA\WINDOWS\SYSTEM32\CRYPTSVC.DLL

C:\WINDOWS\SYSTEM32\CRYPTUI.DLL

C\WINDOWS\SYSTEM32\CSRSRV.DLL
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C:\WINDOWS\SYSTEM32\DNSAPI.DLL

CA\WINDOWS\SYSTEM32\DNSRSLVR.DLL

C:\WINDOWS\SYSTEM32\EVENTLOG.DLL

CA\WINDOWS\SYSTEM32\GDI32.DLL

C:\WINDOWS\SYSTEM32\ICAAPI.DLL

CAWINDOWS\SYSTEM32\ICMP.DLL

C:\WINDOWS\SYSTEM32\INETPP.DLL

CA\WINDOWS\SYSTEM32\IPHLPAPI.DLL

C:\WINDOWS\SYSTEM32\IPSECSVC.DLL

CA\WINDOWS\SYSTEM32\LMHSVC.DLL

C:\WINDOWS\SYSTEM32\LOCALSPL.DLL

CA\WINDOWS\SYSTEM32\MPR.DLL

C:\WINDOWS\SYSTEM32\MPRAPI.DLL

CA\WINDOWS\SYSTEM32\MSACM32.DLL

C:\WINDOWS\SYSTEM32\MSPMSPSV.DLL

C\WINDOWS\SYSTEM32\MSPRIVS.DLL

C:\WINDOWS\SYSTEM32\MSVCRT.DLL

CA\WINDOWS\SYSTEM32\MSWSOCK.DLL

C:\WINDOWS\SYSTEM32\NETAPI32.DLL

CA\WINDOWS\SYSTEM32\NETLOGON.DLL

C:\WINDOWS\SYSTEM32\NETMAN.DLL

CA\WINDOWS\SYSTEM32\NETMSG.DLL

C:\WINDOWS\SYSTEM32\NETRAP.DLL

CA\WINDOWS\SYSTEM32\NETSHELL.DLL

C:\WINDOWS\SYSTEM32\NETUIO.DLL

CA\WINDOWS\SYSTEM32\NETUI1.DLL

C:\WINDOWS\SYSTEM32\NTDSAPI.DLL

C\WINDOWS\SYSTEM32\REGSVC.DLL

C:\WINDOWS\SYSTEM32\SAMLIB.DLL

C\WINDOWS\SYSTEM32\SAMSRV.DLL

C:\WINDOWS\SYSTEM32\SCESRV.DLL

CA\WINDOWS\SYSTEM32\SECLOGON.DLL

C:\WINDOWS\SYSTEM32\SENS.DLL

CA\WINDOWS\SYSTEM32\SETUPAPI.DLL

C:\WINDOWS\SYSTEM32\SFC.DLL

C\WINDOWS\SYSTEM32\SFCFILES.DLL

C:\WINDOWS\SYSTEM32\SFC_OS.DLL

CA\WINDOWS\SYSTEM32\SHELL32.DLL

C:\WINDOWS\SYSTEM32\SRSVC.DLL

CA\WINDOWS\SYSTEM32\SRVSVC.DLL

C:\WINDOWS\SYSTEM32\TAPI32.DLL

C\WINDOWS\SYSTEM32\USERENV.DLL

C:\WINDOWS\SYSTEM32\VERSION.DLL

CA\WINDOWS\SYSTEM32\VSSAPI.DLL

C:\WINDOWS\SYSTEM32\WEBCHECK.DLL

CA\WINDOWS\SYSTEM32\WEBCLNT.DLL

C:\WINDOWS\SYSTEM32\WIN64SPL.DLL

CA\WINDOWS\SYSTEM32\WININET.DLL

C:\WINDOWS\SYSTEM32\WINIPSEC.DLL

CAWINDOWS\SYSTEM32\WINMM.DLL

C:\WINDOWS\SYSTEM32\WINRNR.DLL

CA\WINDOWS\SYSTEM32\WINSCARD.DLL

C:\WINDOWS\SYSTEM32\WINSRV.DLL

CAWINDOWS\SYSTEM32\WINSTA.DLL

C:\WINDOWS\SYSTEM32\WSOCK32.DLL

CA\WINDOWS\SYSTEM32\WTSAPI32.DLL




